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ABSTRACT

E-mail phishing attacks are still the number one gateway for at-
tackers. Even when the patch level of a network is up to date, if one
employee clicks on a link in a phishing e-mail and enters their cre-
dentials on a malicious website or downloads malware, the whole
organization might get compromised. Anti-phishing support sys-
tems highlight different aspects of an e-mail to help users to detect
phishing e-mails. However, little is known about their effective-
ness, especially in comparison to each other. This paper presents
our experimental design to investigate the efficacy of various sup-
port systems. For this purpose, we created a fictional scenario and
an interactive tool to display e-mails. In addition, we present our
preliminary study with the first results to classify test e-mails in
different difficulty levels that serve as a basis for our main study.
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1 INTRODUCTION

Hardly a day goes by that we do not receive e-mails that try to
lure us into clicking on links, entering our credentials on websites,
or installing malicious software. This social engineering attack is
known as phishing and is one of the biggest security threats. The
Anti-Phishing Working Group (AWPG) [4] states in their Q2 re-
port of 2022: “[...] this is the worst quarter for phishing that APWG
has ever observed”. According to the ESET report [14], in 2021, the
number of e-mail phishing attacks increased by 7.3 %. Addition-
ally, a CISCO report from 2021 [8], shows that phishing accounts
for approximately 90 % of data breaches. Phishing attacks are not
restricted to e-mails, but since e-mail is still the most used com-
munication channel in the business area, it comprises 96 % of all
phishing attacks [29]. Additionally, e-mail is by default not authen-
ticated, and attackers can easily spoof a sender of an e-mail.

As major phishing attacks have been widely publicised, users
should be aware of e-mails as an attack vector but e-mails remain
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arelevant threat [19]. Bada et al. [5] note that users can understand
the danger, but are not necessarily motivated to change their be-
haviour. Further, attackers keep using new techniques [28] that
make it very difficult to recognise threats, and even trained users
fall for them.

Although there are plenty of technical countermeasures against
e-mail phishing, such as DomainKeys Identified Mail (DKIM), Sen-
der Policy Framework (SPF), and Domain-based Message Authen-
tication, Reporting and Conformance (DMARC), these are often
hard to implement, and break existing workflows such as mailing
lists and have a high maintenance, such as changing cryptographic
keys periodically [16, 23]. In addition, probabilistic technical coun-
termeasures such as filters have to balance their false positive and
false negative rates, such that they cannot block all phishing e-
mails, especially when it comes to spear-phishing.

Support systems are based on technical countermeasures but do
not block suspicious e-mails. Instead, they provide hints and high-
light e-mail elements that could indicate phishing, trying to sup-
port users in their decisions. For example, they may show if an
e-mail comes from an internal or external Mail Transfer Agent
(MTA). To the best of our knowledge, no study has yet compared
the effectiveness of different support systems.

The contributions of this paper are as follows: We

e present our current study design to compare the effective-
ness of various support systems;

o present the results of a pre-study to determine the difficulty
of the test e-mails and discuss lessons learned.

2 BACKGROUND AND RELATED WORK

Kumaraguru et al. [21] divide anti-phishing measures into three
categories. These are referred to as Technical Countermeasures, User
Education and Training, and Support Systems and are described in
the following in more detail.

2.1 Technical Countermeasures

Technical countermeasures are usually hidden from the user and
directly performed on the server side. For example, SPF [18] ver-
ifies if an e-mail is sent from the correct MTA. The mail servers’
IP addresses allowed to send e-mails are stored in a TXT record
of that domain. However, SPF only checks the envelope-from ad-
dress, not the address from the FROM field. DomainKeys Identified
Mail [9], on the other hand, verifies the senders’ domain and in-
tegrity using asymmetric cryptography. The public key of the MTA
is also stored in a TXT record of the domain. The MTA uses its pri-
vate key to create a signature of the body of the e-mail, including
the FROM field and attaches it to the e-mail header. The receiver
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MTA can then check the signature with the published public key.
However, nothing prevents the adversary from not using DKIM.
This is where DMARC [9] comes into play. DMARC uses SPF and
DKIM and checks that the FROM field is identical to the envelope-
from field, which would prevent e-mail spoofing. Unfortunately,
this breaks mailing lists that change header fields such as TO, FROM
and SUBJECT. For this reason, the adoption rate of this technology
is still low [16].

2.2 User Education and Training

Many companies and organizations are aware of the threat caused
by phishing e-mails and try to counter it by training their members
and increasing their awareness. A classical education way is in-
class training courses held by an instructor. Stockhardt et al. [27]
show that this approach is effective but time-consuming for partic-
ipants. On the other hand, text-based training [27] imparts knowl-
edge, for instance, via websites, newsletters or printed posters and
leaflets. The advantage is that users can work through them in-
dividually at their own pace and according to their prior knowl-
edge. Furthermore, there are gamification approaches with inter-
active applications [25, 32, 33]. Related to the previous two meth-
ods is embedded training. In this case, users receive a fake phish-
ing e-mail that displays a learning website that can contain text-
based training or gamification elements when clicked. Often the
click-through rate is measured. That shows how many recipients
clicked on the link. While studies [7, 17, 20] show the effective-
ness of such phishing simulations, they mainly focus on a relatively
short period. With longer observation, the click-through rate rises
again [6]. Furthermore, phishing simulations also have disadvan-
tages [31]: Firstly, technical measures have to be adapted so that
fake phishing e-mails do not get blocked, which opens new attack
vectors. Secondly, organizations “trick” their members by phishing
simulations, which could negatively impact the trust relationship.
Finally, members might fear consequences due to mistakes, lead-
ing to an increase in false positives.

2.3 Support Systems

A middle ground between the two presented approaches is the so-
called support system. On the one hand, they are based on tech-
nical solutions; on the other hand, they rely on users’ decision-
making. They do not block suspicious e-mails or websites directly

but instead mark them or highlight any irregularities that are found.

This also prevents false positives from being hidden from the user
[3]. We distinguish two kinds of support systems: browser-related
and Mail User Agent (MUA)-related.

2.3.1 Browser-related Support Systems. These support systems are
only visible to the user after they click a link in an e-mail. For exam-
ple, indicator icons may show a lock symbol next to the URL in the
browser window, which indicates whether the established server
connection is secure. Various studies [10, 11, 15, 34] found that
users do not perceive or do not understand the icons and instead
use the content on the website to indicate its authenticity. Another
approach addresses the problem of complex URLs that are difficult
for users to understand. Albakry et al. [2] show that users assumed
a URL belonged to a certain organization if its name was included
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somewhere in that URL. At the same time, they ignored the po-
sition and other relevant aspects that indicate whether the URL
actually belongs to that organization. Domain highlighting high-
lights visually the relevant parts of a URL. Studies [13, 22] show
that this technology is not sufficient since users mainly focus on
the content area and overlook the highlighted domain. Therefore,
warnings that interrupt the flow of the user and require active in-
tervention are helpful [12]. If the technical countermeasures sus-
pect a malicious website, the user is warned by a full-screen mes-
sage from the browser. However, the user can continue to the web-
site or leave. These are active warnings as users are interrupted in
their task flow and are forced to take action to continue. Usually,
the warning offers the user two options continue or cancel, which
indicates a recommendation through different visual design and
wording [1, 12]. In contrast, browsers also include passive warn-
ings that are not screen-filling, and the actual website is already
displayed in the background. Egelman et al. [12] compare passive
and active warnings. Their results show that passive warnings are
ineffective and make no difference to no warning message.

2.3.2  MUA-related support systems. Another way to support users
is to warn them before they click a link in an e-mail. MUA-related
support systems provide hints that can be placed above an e-mail
or directly in the content area. The problem with HTML e-mails is
that the writer can use anchors; therefore, the URL is hidden be-
hind the anchor text, such as “Click here”. Usually, desktop MUAs
show a tooltip next to the mouse cursor or at the bottom of the
window if a user hovers over the link. These tooltips show the ac-
tual URL the link leads to. However, the reader of an e-mail can
easily oversee the URL or does not know the structure of an URL;
therefore, the reader cannot assess if it is a legitimate URL. In [30],
Volkamer et al. examine a novel tooltip system which they call
TOoltip-poweRed Phishing E-Mail DetectiOn (TORPEDO). Com-
parable to domain highlighting, the domain is visually highlighted
in the tooltip. In order to draw attention to the tooltip, clicking on
the link is delayed by a few seconds. Their study results are promis-
ing since TORPEDO helps users to identify phishing e-mails.

Another method that has not yet been investigated in the litera-
ture, but is widely used in practice, is the marking of e-mails with
external markers. Depending on the MTAs of the receiver, the term
“external” in front of the name of the sender or the e-mail is oth-
erwise highlighted as external. Especially if an e-mail from within
the organization is marked as external, it is a warning signal.

Similarly to browser warnings, MUA can also display warning
messages to the user. Petelka et al. [24] compare different warn-
ing methods and show that placing the warning directly next to
the link is more effective than as a warning banner on top of the
e-mail. Labels or sidebars are also a form of support system. These
are available as add-ons and must be installed first. For some of
them, the user must click on check e-mail to get feedback from the
support system. This feedback gives users transparent information
about the e-mail and tags it to indicate its trustworthiness. To the
best of our knowledge, no studies compare the effectiveness of dif-
ferent types of MUA-related support systems.
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Figure 1: The approach of our study design. The blue boxes are work steps and the red boxes are the different support systems

that we will evaluate with the same e-mails.

3 STUDY DESIGN

Our objective is to evaluate the effectiveness of different support
systems. For this purpose, we need various e-mails where we can
integrate the support systems. These include phishing e-mails but
also legitimate e-mails. While other studies often use e-mails with-
out testing their difficulty, we evaluate them in advance to deter-
mine which impact the support system has on the difficulty. This
means we examine how easy or difficult it is to recognise the e-
mails as phishing or legitimate, and based on this, make a selec-
tion of various difficult e-mails. Figure 1 shows our approach to
the study design. The selection of e-mails is the first step in our
study design. We show our exact approach and first results in Sec-
tion 3.2.

Our study focuses on MUA-related support systems; browser-
related ones are out of scope since there are already studies [1, 12,
15] focusing on that. The following categories cover most of the
MUA-related support systems we have found through our litera-
ture research and looking at actual implementations: Tooltip [30],
External Marker, Warning Banner, and Label/Sidebar are referenced
in Figure 1 as 3b-3d, respectively. As mentioned in Section 2.3,
support systems can highlight e-mails in different ways. Support
systems also mark legitimate e-mails as being valid or highlight
them in green. Alternatively, they present different degrees of dan-
ger. However, not all support systems show these degrees, such as
the External Marker (3c), where is only one variant. For this rea-
son, we are using the medium variant for all support systems that
provide different degrees. We also considered false positives. In re-
ality, false positives where legitimate e-mails are highlighted as
phishing might occur. However, for our study, we do not consider
false positives not to influence the participants’ trust in a support
system during the study. That means that all phishing e-mails are
highlighted with the medium variant of the support system, and
all legitimate e-mails are not. Exceptions are the External Marker,
where all external e-mails are highlighted, and the Tooltip (3b),
where only e-mails with a link can be highlighted.

We want to conduct a between-subjects online study. This means
we divide the participants into different experimental groups, each
seeing one support system and a control group without a support
system. Participants must then classify a mixture of phishing e-
mails and legitimate e-mails as phishing or legitimate. A field study

would require that the participant groups have simultaneously acti-
vated different support systems and that we measure the effective-
ness using the click-through rate. Phishing simulations in compa-
nies use this principle to increase awareness.

In an online study, we can collect further information from the
participants; see work step 4 in Figure 1. Demographic informa-
tion can help us to classify the results better. In a final question-
naire, we would like to go into more detail about the particular
support system. Among other things, we want to ask whether the
participants noticed the support system and whether they found
it helpful. In addition, we want to gain insights into whether the
participants understand the support system and the information
communicated therein and how these can be improved.

3.1 Scenario and Tool

In a company, an employee knows their colleagues, upcoming dead-
lines or software in use. So we have to set this context with other
relevant information in our study. Depending on the context of the
e-mail, participants can, for example, rate it by whether they know
the sender or whether it mentions a familiar appointment. For our
study, we created an employee of the Human Resources (HR) de-
partment of an IT company called Smartcompany as a fictional
character named Alex. The participants are then asked to slip into
the role of Alex and classify the e-mails.

For this purpose, we developed an interactive tool that displays
all relevant information on a simplified desktop interface seen in
Figure 2. Our interactive tool shows e-mails in random order. An e-
mail counter is shown in the top right corner of the screen. On the
opposite side of the screen, four application icons are visible that
the company uses in our fictional scenario and are relevant to the
classification of e-mails. The actual e-mail is located in the middle,
in a highly simplified MUA, based on Outlook. We decided to use
Outlook as a basis, as this is a widely used MUA. The functionality
of the tool is limited to allowing participants to scroll to view long
e-mail texts and hover over links or buttons to view the actual URL.
There is no possibility of replying to the e-mail or writing e-mails
oneself. There are two buttons available for the classification of the
e-mails: a blue highlighted button with a tick icon labelled legiti-
mate, if the participant thinks an e-mail is trustworthy; a red high-
lighted button with an exclamation mark icon labelled fraudulent,
if a participant thinks the e-mail is phishing. As we mentioned ear-
lier, we created a fictional context. Unfortunately, it was too much
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Figure 2: Subfigure (a) shows a screenshot of the tool we developed to determine the difficulty of legitimate and phishing e-
mails. It shows a legitimate e-mail. Subfigure (b) depicts the user’s calendar and e-mail address book, which is part of the tool
to set the context. It shows information about our fictional scenario that helps to classify the e-mails correctly.

information to memorise to give to participants in a listing at the
beginning. For that reason, we included this information in our in-
teractive tool. At the bottom of the screen, participants can find
three icons for calendar, contacts, and job offers. Job offers refer to
the fact that our character works in the HR department and shows
the job title of an, in our fictional context, actually advertised job.
The calendar and contacts can be seen in Figure 2. The calendar
shows four entries: two appointments, highlighted red, and two
relevant dates, highlighted yellow. Two entries are in the past, and
two are in the future. The 16! is highlighted as the current day.
Last week, the character had an interview with an applicant and
a company event on Friday. In the coming week, the character ex-
pects a delivery with new hardware and the current password for
the account expires. The last icon is the contacts icon which opens
a simplified address book. It shows a listing of various Smartcom-
pany employees and their departments. Furthermore, their e-mail
addresses and telephone numbers are listed. There are also two
function e-mail addresses in the address book for facility manage-
ment and IT-Service.

3.2 E-Mail Selection

For our study, we need e-mails with different difficulty levels. In
this way, we want to prevent all e-mails from being correctly clas-
sified without any problems and without a support system. At the
same time, it must still be possible to classify the e-mails correctly.
Another point we consider is the ratio between fraudulent and le-
gitimate e-mails. For example, the following studies [11, 22, 30]
used an even or approximately even ratio between fraudulent and
legitimate e-mails. Whereas other studies [21, 24]! used a higher
number of legitimate e-mails. We were of the opinion that a higher
amount of legitimate e-mails represents a real-world scenario, mean-
ing we want to use three phishing and twelve legitimate e-mails.
Another phishing e-mail is a tutorial to let the participant famil-
iarise themselves with the system. We used the phish scale by Steves

!Kumaraguru et al. [21] actually used an even ratio for their gamification approach,
but a higher number of legitimate e-mails in other parts of their study.

et al. [26] and the e-mails they used in their study as a basis for our
phishing e-mails. They present a scale to rate phishing e-mails re-
garding their difficulty level.

The phish scale consists of two main components: the cues for
phishing and the premise alignment. Cues are hints in an e-mail
that may indicate to be fraudulent. Premise alignment describes
how it suits the context of the recipient. Both scores for cues and
premise alignment are combined and lead to the overall rating of e-
mails. Initially, we used the phish scale to create both phishing and
legitimate e-mails. For the legitimate e-mails, we tried to use the
phish scale inverted, which means, all legitimate e-mails should be
difficult phishing e-mails on the scale. After we created the e-mails,
two persons rated them independently on the phish scale. After-
wards, they discussed and adjusted the ratings. One of the prob-
lems both persons mentioned was that the evaluation of premise
alignment was somewhat subjective. However, the majority of e-
mails had the same rating. In our opinion, the number of necessary
cues according to the phish scale is too high. Depending on the
length of the e-mail text, it is challenging to include all necessary
cues. We think the phish scale cues need weighting to better reflect
the actual difficulty of an e-mail. Because of this, we added more
e-mails that we did not rate on the phish scale.

Generally, we tried to find examples that could be received in a
similar form as phishing e-mails and fit our scenario. We also tried
to adapt the legitimate e-mails to the scenario. Thus, many e-mails
were sent by colleagues or departments of the company. But since
we also wanted to test the External Marker, e-mails from outside
the company had to be included. Altogether, we created 26 e-mails
as a selection for the main study—11 phishing and 15 legitimate
ones. A broad summary of all e-mails can be seen in Appendix. All
phishing e-mails can be found in Appendix as well. Since we con-
ducted the study in Germany, the e-mails are in German language.
Besides, we made another legitimate e-mail, which serves as a tu-
torial for the participants in our pre-study, as will be described in
the next section.
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Figure 3: Results of our study with 126 participants. The bars on the left side with a hatched background are phishing e-mails,
the others on the right side are legitimate ones. The lower green bars represent the correct, the upper red bars represent the
incorrect classifications. The character in the brackets at the label’s end represents our assessment. For the phishing e-mails,
the (E) indicates an easy e-mail, an (M) a medium one, and a (D) a difficult one.

4 EVALUATION OF E-MAIL DIFFICULTY

We conducted an online-pre-study to select the appropriate e-mails
for our study. As far as we know, other studies do not describe if
they tested their e-mails in advance. We wanted to ensure that the
e-mails could be identified correctly and were from different diffi-
culty levels. For this purpose, we used the German crowdsourcing
marketplace clickworker.de?.

4.1 Pre-Study Design

The participants received a link to our tool. A welcome page pro-
vided them with relevant information about the study and indi-
cated an approximate duration of 15 min. An additional legitimate
e-mail serves as a tutorial at the beginning and is not included
in the evaluation. When participants click start, they first see an
interactive tutorial with the tutorial e-mail described earlier. The
participants can repeat the steps in the tutorial and classify the
e-mail several times in different ways. This is not possible with
the other 26 e-mails. It also shows whether the classification on
the tutorial e-mail was correct. The tutorial uses animations to
show the participants how to use the tool and where to find the
relevant information. An animation is used to hover over a link,
but this is not explicitly pointed out in order to influence partic-
ipants who would not do so in real life. To ensure that the tool
is usable, we tested it in advance with various people, including
the elderly. After the tutorial is complete, participants see all other
26 e-mails in random order and have to classify them using the
two buttons. In this pre-study on e-mail difficulty, the participants
only received general feedback on how many of the e-mails they
classified correctly. In the end, participants were forwarded a ques-
tionnaire about their demographic data. All participants received
remuneration after completing the study. We tracked the overall
time they needed for the study and how long they took for each
e-mail. We also saved when someone clicked on the calendar, con-
tacts, job offers or hovered over a link. However, hovering over a
link can also happen by accident while reading the e-mail.

Zhttps://www.clickworker.de/

4.2 Pre-Study Results

Figure 3 shows the results of our study with 126 participants. We
excluded four of 130 results from the evaluation because they ended
the survey in a few seconds or always clicked the same button.
For this reason, we consider 126 participants. Eighty-three partici-
pants were male, and 43 participants were female. All participants
stated being born between 1946 and 1999. Two participants did not
provide information about their technology affinity. Thirty-six esti-
mated themselves as very technology affine, 75 are average, and 13
are barely technology affine. Twenty-five of our participants have
prior knowledge in the IT area or are currently active in the field.
Ninety-seven negated the question, and four did not answer.

Our results show that most e-mails were correctly classified
by over 90 %. Nevertheless, many participants rated the e-mails
wrong, which we previously considered as difficult. For example,
in the case of the CEO phishing e-mail, this is almost half of all par-
ticipants with 48.4 % and in the case of the HR System and Weblogs
phishing e-mails, more than half with 76.2 % and 51.6 %. Exceptions
are the Scanner and Password Phishing e-mails, where almost all
participants were correct. Almost all phishing e-mails that we es-
timated to be in the medium difficulty range were also correctly
classified by over 90 %. One exception is the VR Bank e-mail. Here,
20.6 % were wrong. The participants needed an average of 13.65s
per e-mail. They were the fastest with the Girl e-mail, with an av-
erage of 6.4s. The legitimate Attachment e-mail took the longest,
with an average of 21.25 s. This is followed by HR System, Weblogs
and Microsoft, each with an average of around 20s. A total of 77
participants hovered over at least one link. Five participants hov-
ered over every link. We estimated the HR System e-mail to be very
difficult in advance because the only real indication of phishing is
the URL displayed when hovering over the link. This link was hov-
ered by 32 participants (25.4 %). Of these, 37.5 % correctly identified
the e-mail as phishing. The rate for participants who did not hover
over the link and correctly classified the e-mail is 19.2 %. Sixty par-
ticipants clicked the contacts icon, 53 the calendar icon and 56 the
job offer icon for at least one e-mail.
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Our pre-study is an essential part of the study design to test
phishing e-mails for their difficulty level and then select them for
the actual study. According to our estimation, a selection could
have led to the fact that the phishing e-mails are too easy to recog-
nise and the support systems are unnecessary.

5 CONCLUSION AND FUTURE WORK

This study presented our study design to determine the effective-
ness of various support systems against e-mail phishing attacks.
Additionally, we showed our preliminary results for the selection
of the e-mails that we will use for our study. Finally, we described
the selection of our phishing e-mails in detail. In the process, we
found that the phish scale in its current form without weighting is
unsuitable for creating phishing e-mails.

In future work, we will integrate the support systems in the e-
mails and engage participants to see if support systems make any
difference in the detection rate.
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Table 1: A description of all phishing e-mails we created for our survey.

Phishing E-mail Description Estimated Rating

Weblogs Recipient supposedly visited restricted website and should check difficult
which website has triggered this notification. It could be a mistake, oth-
erwise disciplinary action may be taken.

HR System Company converts to a new HR System with many benefits. Account very difficult
needs to be activated, otherwise important information might be miss- (without phish
ing. scale)

Microsoft Office license expires and needs to be renewed. difficult (without

phish scale)

Virus Device is infected with malware and will be destroyed in approx. 15 medium
minutes. Cleaner.exe in attachment to remove malware.

VR Bank Call for an obligatory security check of account at German VR-Bank. easy to medium
Otherwise liable in case of misuse.

PayPal Account is restricted due to unauthorised access. User needs to verify easy to medium
Data.

CEO CEO is in call and has urgent task that needs to be done. very difficult
(without  phish
scale)

Password Phishing Password is expired and needs to be changed. Otherwise account will medium to diffi-

be blocked. cult

Scanner Scanner sent a Word file in attachment to the recipient. difficult

Girl Unknown girl sends zip file with title “hot pictures” easy

DHL delivery Delivery is stuck at customs due to missing fees that still have to be easy

paid.

Table 2: A description of all legitimate e-mails we created for our survey.

Legitimate E-mail

Description

Doodle
Job Application

Feedback

Resilience Training
Report

Dropbox
Attachment
Passwort Legitimate
Present

Office Moving

Heating
IT-Service
Staircase
Cake
Callback

Doodle survey for new time slot for weekly team meeting from supervisor.
Job Application on a XING job offer as an IT Consultant. PDF with application in attach-

ment.
Google Forms survey about feedback on company event.

Invitation to a training course about resilience. Registration via bit.ly link.

CEO sends annual report about first quarter of the year. PDF in attachment.
Colleague from marketing shares photos from company event via dropbox.
Colleague from financial department asks to check a receipt in attachment.

In English language. Notification that password needs to be changed in next days.

Collection for birthday present for supervisor from colleague.

Information about new office allocation and excel sheet in attachment with exact infor-

mation from facility management.

Information about short heating outages due to maintenance from facility management.
IT-Service informs that outlook briefly not available due to maintenance work.
Facility management informs about closed staircase due to construction work.

Colleague has leftover cake placed in kitchen.
Applicant request an urgent recall. Number in PDF in attachment.
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Hallo du Fremder!
Ashley Miller <hotgirlashley478@gmail.com>

Mittwoch, 17:33
Alex Schulz

i Hotpictures.zip
568 KB

Hallo du Fremder!

Das musst du gesehen haben. Clicken sie auf attached file zu sehen hot pictures.
Meine pics sehen nur auserwahlte.

Machen sie schnell sonst werden alle Bilder verschwinden.

Kisses, Sara

Figure 4: Phishing e-mail - Girl

Neues HR-System ,simpleHR"

Smartcompany Update <updates@smartcompany.de>
Mittwoch, 15:36
Alex Schulz

Liebe Kolleginnen und Kollegen,

wir freuen uns lhnen mitteilen zu dirfen, dass ab néachstem Monat unsere jetzigen HR-Systeme
auf das neue HR-System ,simpleHR" umgestellt werden. Durch das neue HR-Tool werden viele
zeitintensive Prozesse wie Urlaubsantrage, Abwesenheiten und Freigabeprozesse deutlich
vereinfacht und digitalisiert.

Bitte aktivieren Sie innerhalb der nachsten zwei Wochen unter
mps://simpIeHR.smartcom;@y.com/ﬁctivate lhren Zugang, damit sichergestellt werden kann,

dass keine Daten verloren gehen‘ https://smartcompany.com/hr/de/dereferrer/?redirectUrl=https%3A%2F %2Fbavantha.net%2Fimg

Bis zur tatsachlichen Einfiihrung befindet sich das neue System in einer Testphase. Bitte
beachten Sie, dass bis zur tatsachlichen Einfihrung noch Anderungen vorgenommen werden.
Fehler sowie Anderungsvorschlage kénnen noch bis zur Einfilhrung an simpleHR weitergeleitet
werden.

Samtliche Informationen zu simpleHR und dem Schutz Ihrer personenbezogenen Daten finden
Sie hier.

Mit freundlichen GriiBen

lhr Update Team

Figure 5: Phishing e-mail - HR System
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Unautorisierter Website-Zugriff

System Administrator <hinweis@smartcompany.de>
Heute, 04:20
Alex Schulz

*Dies ist eine automatisch erzeugte E-Mail*

Unsere Aufsichtsbehdrden verlangen, dass wir bestimmte Website-Zugriffe aufgrund von
Inhalten iiberwachen und einschrinken. Das Filtersystem hat Ihren Computer als einen
gekennzeichnet, der Websites aufgerufen hat oder sich bei Websites angemeldet hat, auf denen
eingeschrinkte Inhalte gehostet werden. Das System ist nicht fehlerfrei und kann eingeschrinkte
Inhalte falschlicherweise kennzeichnen. Die IT-Abteilung untersucht nicht jeden Bericht, aber es
konnen Disziplinarmafnahmen ergriffen werden.

Melden Sie sich sofort mit Ihren Netzwerkanmeldeinformationen beim System an und
tiberpriifen Sie Ihre Protokolle, um zu sehen, welche Websites diese Warnung ausgeldst haben.

Web Security Logs
?fhttps Ilweb-sec.net/de/?code=bcu82ru8GKb473fr6

Antworten Sie nicht auf diese E-Mail. Diese E-Mail wurde automatisch generiert, um Sie dariiber
zu informieren, dass Sie gegen unsere Sicherheits- und Inhaltsrichtlinien verstoBen haben.

Figure 6: Phishing e-mail - Weblogs

Scan von Laser Pro i780 Etage 2

LaserPro_2_2_e <laserpro_2_2_e@nagts.org>
Heute, 13:20
Alex Schulz

SCN001375.doc
557 KB

Bitte 6ffhen Sie die Datei im Anhang.
Die Datei wurde mit Laser Pro i780 gescannt und an Sie gesendet.

Gesendet von: INELL
Seiten: 1
Dateityp: .DOC

Figure 7: Phishing e-mail - Scanner
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WARNUNG!!! Das System hat (13) Viren auf lhrem Computer entdeckt...

TotalAV <noreply@viruscleaner.to>
Mittwoch, 12:15
Alex Schulz

cleaner.exe

.5; 126 KB

O TOTALA

Curity Suite

Ihr Windows Gerat ist mit 3 Viren infiziert. Unsere McAfee Sicherheitspriifung
hat Spuren von 2 Malwares und 1 Phishing/Spyware gefunden.
Systemschaden: 28.1% — Es ist eine umgehende Reparatur notwendig!

Das sofortige Entfernen der Schadsoftware ist notwendig, um weiteren
Systemschaden zu vermeiden. Es besteht aulerdem die Gefahr, dass Apps,
Fotos und weitere sensible, sowie persdnliche Daten unwiderruflich geléscht
werden.

Auferdem wurden Spuren von 1 Phishing/Spyware wurde auf lhrem Windows
Gerat gefunden.

Dies bedeutet, dass persénliche, sensible Bankinformationen (darunter Online-
Banking Logins) Gefahr laufen in die Hande Dritter zu gelangen.

Um schwereren Schaden an lhrem Gerit zu vermeiden, 6ffnen Sie
umgehend die Datei im Anhang. Unsere Sicherheitsanalyse wird geeignete
Losungsvorschlagen generieren. Beim Befolgen der nachsten Schritte betragt

Wiederherstellungsquote 100 % und Ihr Gerat wird dauerhaft geschiitzt bleiben.

15 Minute und 46 Sekunden verbleiben, bevor lhr System vollstindig
zerstort wird.

Figure 8: Phishing e-mail - Virus

Schiller et al.
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Ihr Volksbankkonto - wichtige Nachricht

Volksbank <noreply@security-vr-bank.info>
Gestern, 22:10
Alex Schulz

m Volksbanken
== == Raiffeisenbanken

Sicherheitsaufforderung

Sehr geehrte Damen und Herren,

Bedauerlicherweise kommt es zu vermehrten Fremdzugriffen auf Konten der Volksbanken
Raiffeisenbanken. Um Sie vor einem potenziellen Finanzschaden durch Dritte zu schiitzen,
bitten wir Sie dringend Ihre Sicherheitseinstellungen zu priifen.

Die Uberpriifung ist verpflichtend, damit Sie im Missbrauchsfall nicht haftbar gemacht werden
kénnen.
Bitte klicken Sie auf den folgenden Link, um zur Sicherheitsiiberpriifung zu gelangen.

Hier klicken

‘ https://www.volksbank-security.to/kunde/login

Mit freundlichen Griien,
Volksbank Kundendienst

*Die ist eine automatisch generierte Nachricht, bitte antworten Sie nicht an diese E-
Mail-Adresse

© 2021 Volksbank AG, Kaiserplatz, 60311, Frankfurt am Main, Deutschland

Volksbanken Raiffeisenbanken © Alle Rechte vorbehalten

Impressum | Datenschutz | Nutzungsbedingungen | Kontakt

Figure 9: Phishing e-mail - VR bank
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Dringende Anfrage

Torben Hofmann <torben.hofmann@smartconpany.com>
Heute,11:32
Alex Schulz

Hallo Alex Schulz,

Ich habe eine Telefonkonferenz und méchte, dass Sie eine kurze Aufgabe fiir mich erledigen.

Klicken Sie h\ef und Bestétigen Sie schnell die Anfrage.
https://iwww.smartcompany.securelogin-signin.cc
Mit freundlich

Torben Hofmann

Figure 10: Phishing e-mail - CEO

Microsoft Office - Konto Verlangerung

autoreminder <autoreminder@office365-micro-soft.com>
Heute, 14:58
Alex Schulz

Sehr geehrte Nutzerin, sehr geehrter Nutzer,

die Lizenz fir Ihr Microsoft Office Konto alex.s*****@smartcompany.de lauft in 7 Tagen aus.
Bitte beachten Sie, dass nach Ablauf dieser Frist, Dokument nur noch im Lesemodus gedffnet
werden kénnen. Um auch weiterhin Dokumente bearbeiten zu kénnen, missen Sie lhre
Lizenz kostenlos verlangern.

Klicken Sie dazu auf folgendem Link und melden sich mit lhrer Kennung an.

microsoft-office/renew.com

https://forms-office.co/bds48990DIu76vLs

lhr Microsoft Office Team

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 USA

Figure 11: Phishing e-mail - Microsoft
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lhre Versandanfrage N° /CH 00092213425986

Deutsch post <dhlpost@|baztg.ru>
Gestern, 18:20
Alex Schulz

Sila n'apparait pas vous pouvez afficher une version Web ici.

154

Zuséatzliche Zollabfertigung ist erforderlich

Sehr geehrter Kunde

Ihr Paket wartet auf Lieferung, Bestatigen Sie die Zahlung der Kosten Fuer die Auslieferung
in hoehe von bis (2,95 CHF) tber den unten stehenden Link

lhre Versandinformationen:

Geheimzahl: 35898547689181465265
Sendungscode: CH00092 **** 425986

Zahlen Sie jetzt
N

http://travelfun.com/contact

Deutsch Post - 2022 © - all rights reserved

Figure 12: Phishing e-mail - DHL delivery
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Wichtig!!! Password Expiration Notice

TechSupport <mail12@promo-466.de>
Mittwoch, 10:55
Alex Schulz

Password Expiration Notice

Ihr Passwort fiir den Account
alex.schulz@smartcompany.de ist abgelaufen und muss
dringend geandert werden.

Wenn Sie |hr Passwort nicht in den nichsten 48 Stunden
andern, wird lhr Account gesperrt.

Klicken Sie schnell den unterstehenden Link, um Ihr Passwort
sofort zu &ndern.

Passwort @ndern

https://rebrand.ly/
ghsthrtjh_drg6434wpx8hiaq

© 2022 TechSupport

Figure 13: Phishing e-mail - Password

Schiller et al.
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Handlung erforderlich: lhr Konto wurde eingeschrankt

paypal <service@paypol.de>
Gestern, 22:10
Alex Schulz

P payPal

Ihr PayPal Konto ist voribergehend
eingeschrankt

Sehr geehrter Kunde,

Wir haben ungewohnliche Aktivitaten auf Inrem Konto und potenziellen unbefugten Zugriff in letzter
Zeit bemerkt. Wir verlangen von Ihnen, dass Sie dieses Problem unverziglich I6sen. Daher haben
wir lhr Konto aus Sicherheitsgriinden eingeschrankt, bis Sie lhre Daten verifizieren.

Was muss ich tun?

Klicken Sie auf den untenstehenden Link, um sich bei lhrem Konto anzumelden und |hre
Informationen zu Uberpriifen, um Ihr Konto zu sichern.

www.paypal.com/signin

‘ http://vaidirniaed.cc/rd/c635320PYsL32941783elop21883

Copyright © 1999-2022 PayPal, Inc. All right reserved. PayPal is located at 2211 N. First St.,
San Jose, CA 95131

Figure 14: Phishing e-mail - PayPal
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