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Abstract
We investigate the effectiveness of anti-phishing support systems

through a quantitative study involving 453 participants. To this end,

we developed a tool that allows participants to immerse themselves

in a realistic setting, tasked with classifying emails as either phish-

ing or legitimate, while being assisted by support systems. Despite

the prevalence of support systems in webmailers and email clients,

our results indicate no significant difference in correctly assessing

emails of varying difficulty between these systems and the control

group. We found a minor negative effect of the support system that

uses tooltips compared to other support systems. In the subsequent

survey, we found that the support systems are appreciated and con-

sidered helpful by users, as supported by the results of the UEQ-S,

even if they have no observable effect. Email context, such as the

contact list, as well as hovering over the links, had stronger effects

on the classification than the tested support systems.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Social and professional topics→ Phishing; •Human-centered
computing→ User studies.
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1 Introduction
Not a day goes by without us receiving at least one email designed

to trick us into clicking on malicious links or attachments, revealing

our data on websites, or installing malware. These social engineer-

ing attacks are known as phishing and are among the most grave

security threats to businesses. According to a recent report [1], in

the first quarter of 2025, 41 % of all account compromises can be at-

tributed to phishing attacks. These are not attempts, but confirmed

cases where the user’s identity was compromised.

To detect phishing emails, good advice used to be to look for

spelling and grammatical errors in the email. However, generative

AI and AI-based translation services are at everyone’s fingertips.

With such services, phishing campaigns that are difficult to recog-

nize are easy to launch. As a result, phishing attacks become an even

bigger problem with AI. Technical countermeasures such as Do-

mainKeys Identified Mail (DKIM), Sender Policy Framework (SPF),

and Domain-based Message Authentication Reporting and Con-

formance (DMARC) can filter suspicious emails and increase the

effort required for an adversary. However, these are often difficult

to implement and break existing workflows, such as mailing lists,

and require high maintenance, including changing cryptographic

keys periodically [28, 36].

As a result, we need additional client-side instruments that help

users detect phishing emails. Onewidespread client-side instrument

to detect phishing is a support system, which provides hints and

highlights email elements that indicate phishing, and should help

users detect suspicious emails more effectively. To the best of our

knowledge, there are no studies that comparatively investigate the

effectiveness of several support systems in a realistic scenario.

Research questions (RQs). We consider the following research

questions:

RQ1 How effective are various support systems in helping

users to detect phishing emails?

RQ2 Do support systems lead to overcautious behavior (mis-

classifying legitimate emails as phishing) compared to the

control group?

RQ3 How do false positives (marking legitimate emails as

phishing) and false negatives (not marking a phishing

email as phishing) in the classification by support sys-

tems influence phishing detection by users?

RQ4 What is the perception of support systems by users?

https://doi.org/10.1145/3772318.3791490
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To investigate these questions, we developed an interactive tool

where participants slip into the role of an HR employee tasked

with classifying emails as legitimate or phishing. We grouped 453

participants into five groups, which included the following support

systems: external marker, TORPEDO tooltip [55], warning ban-

ner, spam label, and a control group with no support system. We

also investigated whether participants can classify emails correctly

even when the support system is incorrect. The scenario incorpo-

rates false positives, where our tool displays support systems for

legitimate emails, and false negatives, in which a phishing email

lacks a support system. The participants needed to classify 15 legit-

imate emails and 3 phishing emails and afterwards participated in

a survey.

Contributions. Even though the biggest email providers such as

Gmail and Outlook integrate support systems, we show that, in our

experimental design, the tested support systems do not influence

the correct classification of emails in comparison to the control

group. However, we could find an increase in overcautious behav-

ior (marking legitimate emails as phishing) for the tooltip, with

participants performing nearly one-third worse than with the other

support systems on specific emails.

Furthermore, our study shows that the context that our tool pro-

vides (especially the contact book, and to some extent the calendar)

has more impact on the classification results than the actual support

systems. Furthermore, one of the most important factors for correct

classification remains hovering over the link.

Finally, the survey reveals that participants exhibited high trust

in the support systems, with the majority reporting increased phish-

ing awareness and perceiving the systems as helpful. This finding

is corroborated by the User Experience Questionnaire’s Short Ver-

sion (UEQ-S) analysis, where all support systems achieved positive

pragmatic quality scores above 1.0, indicating user satisfaction.

By analyzing user reactions to support systems, including classi-

fication errors (false positives and false negatives), we bridge the

gap between user behavior and technical behavior. We show in

which cases a redesign of anti-phishing systems would be neces-

sary, rather than blaming the users for incorrect behavior driven

by the systems.

2 Background and Related Work
The range of technologies available to prevent phishing emails from

reaching recipients’ inboxes in the first place is vast. Nevertheless,

new attack strategies and concepts continue to emerge [2, 53],

allowing phishing emails to reach users. Stricter technical phishing

filters would result in legitimate emails not arriving either, leading

to frustration among users. At the same time, users trust and rely

on these security measures provided by their companies, which

may lead to a false sense of security [16, 20, 21, 61]. Ultimately, this

leaves the responsibility with the user, who must classify emails

as legitimate or phishing. To assist users in their decision-making,

several approaches are available. We follow Kumaraguru et al. [33]

and divide related work into training users and warning users.

2.1 Training Users
Various studies have investigated the effectiveness of different train-

ing methods, including instructor-based training [14, 50, 54], text-

based training [14, 37, 41, 47, 50, 54], group discussions [15, 41],

and role-playing exercises [15]. Furthermore, Reinheimer et al. [39]

investigated the frequency of training and recommend reminders to

maintain permanent learning effects. Some approaches also utilize

gamification and interactive elements [12, 23, 47, 59, 60]. Partic-

ularly, companies and organizations rely on the training of em-

ployees and members to protect the entire unit from phishing. A

common and widely examined training method is embedded train-

ing [32]. Immediately after falling for a simulated phishing email

and clicking on a link within it, users receive training in various sce-

narios. Regarding such phishing simulations, many studies focused

on their effectiveness [19, 20, 29, 48, 62], user acceptance [42, 46]

or used it to evaluate the effectiveness of other training methods

[17, 37, 57]. While a range of studies [14, 19, 25, 29, 48, 62] see ad-

vantages over other training methods, some studies note negative

side effects [11, 21, 34, 56, 61]. Reasons for limited effectiveness of

phishing simulations include that this material is provided only

to the limited group of users who clicked on a particular simu-

lated phishing email, and even these users not reading through the

training material provided after clicking [13, 26].

2.2 Warning Users (Support Systems)
There is a category of tools designed to warn users and raise aware-

ness, classified as support systems. Unlike technical measures that

hide emails from users, these systems aim to assist users in their

decision-making.

Warnings Messages. Active warnings in comparison to passive

ones can be effective [3, 18], but the frequency of warnings and

the amount of false positives is the habituation effect [9, 31, 51]. To

avoid this effect, various studies [7, 31, 38] adapted the design and

analyzed different variations of warning messages. Lain et al. [34]

compared verbose and succinct warnings and found no difference

in their effectiveness. A recent study by Tolsdorf et al. [52] found

that while warnings in phishing simulations are sufficient, their

format does not impact effectiveness. However, none of the studies

examined how false positives and false negatives affect warning

effectiveness, as all simulated phishing messages either included or

excluded warnings.

Labels. Many email systems assign classification labels to flag

messages as spam or junk. EmailVeritas
1
provides Phishing Detector,

a plugin for Outlook and Gmail, which has its own scoring system

and adds colored labels: red for phishing, yellow for spam, and

green for legitimate emails.

URL Parsing Support. Studies [4, 40] show that users often strug-

gle to parse URLs correctly, which is an essential indicator of suspi-

cious emails. Domain highlighting has been developed to overcome

this problem, and one that is particularly interesting is Torpedo

by Volkamer et al. [55] Alongside color-coded assessments and

domain highlighting, the link is blocked for 3 seconds if the domain

is unknown or suspicious, encouraging users to scrutinize the URL.

1
https://www.emailveritas.com/

https://www.emailveritas.com/
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In their study, the tooltip improved phishing detection rates and

increased users’ confidence in their decisions. Additionally, Lain

et al. [35] explored methods to make URLs more understandable,

which involve user interaction and serve as a barrier to users before

they access potentially malicious websites.

External Marker. Another widely used method in companies is

to mark external emails accordingly. Marking external emails can

be achieved by adding a [External] tag in the subject line or by

using icons with explanations above the email content. Schiller

et al. [42] show that this external marker was a relevant indicator

to identify phishing for many participants, especially those with

limited external contacts. However, Tolsdorf et al. [52] found no

or inconsistent effects of the marker on susceptibility to simulated

phishing attacks.

Other Tools and Factors. Zheng and Becker [63] conducted a for-

mative evaluation to assess the usability of three self-developed

email security tools using mockups. A warning banner with an

assessment of the email and a button to check previous correspon-

dence with the sender were considered helpful, while a notice that

colleagues had marked an email as suspicious was rather confusing.

Although the users referred to technical cues for evaluating emails,

they created their ownmental models. For instance, the relationship

with the sender of the email had an important influence. In general,

users pay attention to the content and context of the emails. Other

studies [8, 22, 25, 42] also report these factors as primary cues users

rely on to identify phishing. At the same time, users also contribute

their former experiences to their assessments, or use the real world

to confirm their assumption [58].

2.3 Comparative Evaluations of Anti-Phishing
Support Systems and Research Gap

Previous studies tended to examine support systems of one type,

such as different variants of SSL warnings [3], assistance in cor-

rectly reading URLs [35] or warning messages in several forms

[34, 38]. Zheng and Becker [63] qualitatively investigated several

self-designed support system variants that are not integrated into

real email clients. Tolsdorf et al. [52] investigated the effectiveness

of various realistic anti-phishing support systems, including differ-

ent types of warnings and the widely used marking of emails as

external, in a large university hospital. Active warnings were the

most effective, while the external marker had little to no effect.

Our study investigates four support systems that exist in prac-

tice within a fictional, controlled scenario. Implementing all these

support systems and testing them in a field study similar to Tolsdorf

et al. [52] would have meant a very high (to the point of prohibitive)

effort for the involved organizations. Although we do not exclude

the possibility of implementing a similar study in the field, we de-

cided to take the first step in a simulated controlled environment. To

simulate a real-world scenario, we used a ratio of legitimate emails

and phishing emails that is closer to reality than many previous

settings, with varying degrees of classification difficulty, which we

tested in a preliminary study.

Furthermore, we collect participants’ subjective opinions on the

support systems, measure the user experience by using the User

Experience Questionnaire (UEQ) and compare these opinions and

measurements across support systems.

Most important difference of our study to all previous studies

is the inclusion into the investigation false positives and false neg-

atives in the classification by support systems, which is close to

reality. Indeed, if it was possible to develop support systems that

never make mistakes, we would not need support systems. In this

case, all phishing emails would have been filtered out by a flawless

mechanism. In contrast to previous studies, our controlled setting

allows us to include false positives and false negatives to examine

their effects. We also investigate whether support systems may lead

to overcautious behavior, i. e., to participants mistakenly classify

more legitimate emails as phishing.

3 Methodology
This section describes the methodology for the quantitative and

qualitative parts of our study. Figure 1 shows our general approach

to the study design. The tool begins with a scenario introduction,

followed by a tutorial on its functionality, which participants must

complete. Then, we divided the 453 participants into five groups,

including the four support systems and one control group. Each

group needed to classify 18 emails in random order, including 3

phishing emails and 15 legitimate ones. After that, all groups filled

out a general survey about which cues they thought were most

important for classifying phishing. Then, we asked only the sup-

port system groups if they had recognized the support system. If

so, we presented a survey about the support system; otherwise,

we redirected them to the demographic questionnaires. Since the

control group did not see a support system, we redirected this group

directly to the demographic questionnaires.

3.1 Interactive Tool
The objective was to create a realistic environment and scenario

that allowed participants to immerse themselves in the situation.

Additionally, some support systems, such as the tooltip, require a

certain amount of interaction to be noticed. Participants should

be able to interact with the emails to a certain extent, but not be

able to leave the system. We decided to develop a tool inspired by

Outlook but simplified, and to integrate emails, user context, and

support system into it.

3.1.1 Study Scenario. User context plays a particularly influential

role in recognizing phishing emails [8, 22, 25, 42, 49]. Therefore,

we place great importance on the context in our study. The par-

ticipants slip into the role of Alex Schulz, an employee of the HR

department of a fictional IT company Smartcompany. This name

is gender-neutral in Germany; we chose it so that both women

and men can identify with it. Alex Schulz has the task to classify

18 emails as fraudulent or legitimate, while being assisted by a

support system (if not being in the control group). In addition to

the email classification, the tool provides a calendar, a contact book,

and additional information for the context.

3.1.2 Tool. Figure 2 displays multiple screenshots of the user in-

terface of our self-developed experimental tool. The source code

for our tool is open source and available via Git
2
. The tool and

2
https://github.com/iisys-sns/phishing-study

https://github.com/iisys-sns/phishing-study
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1. Introduction

to the Scenario

2. Tutorial

© 453 Participants

3c. External Marker

3d. Warning Banner

3b. Tooltip

3a. Label

3d. Control Group

4. General

Survey

5. Survey on

Support System

6. Demo-

graphic data

Recognized

the

Support

System?

7. Evaluation

© 85

© 91

© 99

© 87

© 91

# 18 Emails (3 Phishing / 15 Legitimate)

Evaluated and Coded by two Researchers

Coder 1 Coder 2

Agreed Coding

yes

no

Figure 1: Study design: The blue boxes represent work steps, and the red boxes indicate the different groups where our tool
showed support systems. The purple box represents the control group without a support system. All groups evaluated 18 emails
in random order, including 3 phishing emails and 15 legitimate ones. The numbers in front of the groups denote the number of
participants in this group. The dashed purple line indicates the different path of the control group through our study. The
survey was evaluated and coded by two independent researchers, first separately and then in multiple meetings together.

the survey were tested several times, including with older people.

We made adjustments to the tool and survey after every iteration

based on the feedback and observed issues. In the process, we con-

sidered usability, functionality, the valid recording of results and

completion time.

User Interface. The interface of our tool displays one email at

a time in random order in the center. For each displayed email, a

green legitimate and a red fraudulent button are shown, allowing

the participant to classify the email. There is a counter at the top

right displayed in Figure 2a that visualizes how many emails still

need to be processed. On the left-hand side of the tool, several

non-clickable icons are displayed for applications that are used

within the company. At the bottom, there are icons for a calendar, a

contact book, and a job advertisement. These open up and provide

further information if clicked.

Calendar, Contacts, and Additional Information. The calendar in
Figure 2b highlights the current date with a blue circle. Further-

more, the calendar highlights two recent appointments in red—an

interview with a potential job candidate and a company event. The

calendar highlights two other relevant items in yellow: a technical

delivery and the expiration of the password. The latter calendar

entry was to show that this is a valid process in the company.

The contact book in Figure 2b shows several contacts in the

company who are familiar to the fictional character. In addition to

the name, email address, and, if available, telephone number, the

department is also listed in brackets. By clicking on the last icon in

the menu bar below, the user will see a schematic representation of

the job offer, indicating that SmartCompany is currently looking

for new employees. The participant’s task is to assume the role

of Alex Schulz and classifying emails in the inbox as phishing or

legitimate.

Tutorial. Before participants can begin the study, they must com-

plete a tutorial that explains the tool’s full functionality. Different

animations demonstrate that participants can scroll through emails

and hover over links to reveal the entire URL. The latter is not

explicitly explained in text form to avoid guiding participants who

do not usually hover over links in this direction. The tutorial ex-

plains in text form and with illustrated arrows that the icons on the

left-hand side are not clickable; however, SmartCompany utilizes

these applications. After that, participants can continue by clicking

a blue button labeled next, and then the tool prompts them to open

the calendar.

The tutorial only continues if the participants actually click on

the calendar to ensure that they are aware of the functionality

and the information inside. Next, the tutorial indicates that the

other icons in the toolbar are also clickable. However, we do not

require participants to open the contact book or the job offer to

keep the tutorial brief. The final step in the tutorial is to classify an

email about the company’s sports program as phishing or legitimate

using the buttons at the bottom right. An animation alternately

shows that the two buttons are clickable. The participants receive

information on whether their classification was correct or incorrect.

However, this is only the case for the tutorial; in the main study,

we show the results of the evaluation after completion.

Behavioral Data. Besides the final classification of the email by

the user, the tool also captures various behavioral data. Firstly, this

is the time a participant spends on an email. Secondly, it records

when a user hovers over a link with the mouse. It should be noted

that this can also happen accidentally when reading the email.

Thirdly, it tracks whether a user has accessed the context elements:

calendar, contacts, and job offer in an email.

3.2 Support Systems
We analyzed popular webmailers (e. g., Gmail, Outlook Online),

email clients (e. g., Mozilla Thunderbird, Outlook), and plugins for

these and searched the academic literature for support systems.

We found three support systems used in the real world: external
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(a) General Interface of the study tool.

(b) Calendar and Contacts of the study tool.

(c) Tutorial of the study tool.

Figure 2: Screenshots of our self-developed study tool. Subfig-
ure (a) shows the general user interface of the tool, in which
an email is displayed that the participant needs to classify
as legitimate or fraudulent. Subfigure (b) shows the calendar
and the menu with contacts, which the participant can open
at any time during the study. Subfigure (c) shows the tutorial
that every participant must complete to understand all func-
tionality of the tool.

marker, banner, and label; from the academic literature, we found

Torpedo by Volkamer et al. [55].

Our experimental tool, described in Section 3.1, is not a real

email client. Therefore, we needed to imitate the functionality of

the tested support systems in the tool. The support systems use

various technical bases in the background, which are partially black

boxes. To determine the functionality, we employed various strate-

gies to replicate them as accurately as possible, e. g., sending or

uploading some selected emails. We could not test the support sys-

tems in realistic conditions since we were unable to send emails

from authentic phishing servers. Simultaneously, we had to assume

that support systems can also be wrong, and that both false posi-

tives and false negatives can occur. This can happen, for instance,

if an adversary has taken over an email account and uses it to send

phishing emails, or if a phishing attempt is novel and still unknown

to block listing platforms. However, our study does not focus on the

functionality and performance of these support systems, but rather

on whether they help to classify emails correctly. Next, we outline

each support system and its integration into the experimental tool.

3.2.1 External Marker. An external marker is a simple support

system that shows if the email comes from an external server,

i. e., not sent from an internal account. The marking of external

emails is a well-known practice in business and must be config-

ured organization-wide by the IT department. The email server of

the recipient analyzes the header fields from the email and marks

external emails by adding the external tag in front of the subject.

In addition, various customizable HTML elements can be inserted

above the email content. Schiller et al. [42] showed that the external

markers are rated positively, and the participants see them as help-

ful in recognizing suspicious emails. Tolsdorf et al. [52] showed,

however, that the external marker had no effect in recognizing

phishing simulations.

For this study, we decided to place the tag [EXTERNAL] in front

of the subject of the email and, additionally, above the content, an

icon whith a short explanation that repeats the sender’s address and

states that the sender is from outside the organization. Figure 3a

shows an example. The external marker is displayed for five of

the emails, including two phishing emails. According to our sce-

nario, these emails were sent from external senders. The external

marker is based on a deterministic filtering mechanism that, when

appropriately configured, cannot produce false negatives or false

positives on its own. However, these false results can still happen.

For example, a false positive would occur when an employee uses a

private email account, leading the email client to label the emails as

external. This is a special case that we did not consider in our study

design. A false negative would be a compromised email account

used for further phishing or spam attacks; these emails would not

be labeled as external. We included a false negative in our study

design, since this is a common approach for modern cyberattacks

such as Emotet.

3.2.2 Warning Banner. For the warning banner, we opted for a

variant similar to the one used by Gmail. Emails with SPFs, DKIMs,

or DMARCs errors are marked with a yellow warning banner above

the email content, which states “Be Careful With This Message” and
that Gmail could not verify the sender. The sender’s address is also

displayed again. There are also buttons on the banner that allow

users to report the email as phishing or classify it as safe. We did not

integrate these buttons into our study, as they take up additional

space and are already available in a similar form at the bottom.

Similar to the external marker, the warning banner is based on a

deterministic mechanism. A false positive case would be a miscon-

figured email server that causes the receiving mail server to detect
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SPF, DKIM, or DMARC errors. This is a special case that we did not

consider in our study design. However, we included a false positive

case: our difficult phishing email originating from a compromised

internal account, i. e., the warning banner is displayed only in two

of the three phishing emails. A screenshot of the warning banner

can be seen in Figure 3d.

3.2.3 Spam Label. For the label, we focused on a plugin from Email-

Veritas
3
called Phishing Detector, available for Outlook and Gmail.

It uses the built-in functionality of the email client or webmail to

add labels to emails, sorting them into categories. Upon activation,

the plugin analyzes emails and labels them as phishing (red), spam

(yellow), or legitimate (green). When a user enables the plugin,

a sidebar opens, providing further information about the email

and its categorization. At the same time, it provides guidance on

handling suspicious emails. In our tool, the participants can open

the sidebar by clicking on the label itself to get more information.

Furthermore, users can view a summary of the threat highlights,

containing information from the email header, such as the FROM or

Reply-To fields, the creation date, or the user agent. Additionally,

it displays a map that shows the location of the IP address from

which the email originates. A screenshot can be seen in Figure 3c.

One problem with the Phishing Detector is that it is a proprietary
plugin. We uploaded all the emails in our study, and the decision

changed each time we uploaded the emails again, making it im-

possible to determine how the label decision is made about emails.

Since we want to evaluate the label itself rather than the technical

mechanism behind it, we decided to use only the medium variant of

the support system, meaning the yellow spam label. Due to a lack of

understanding of this support system’s inner workings and the fact

that all non-deterministic filtering mechanisms are imperfect, we

decided to include false positives and negatives. Here, we deviate

from the warning banner and external marker and include false

negatives for the spam label. For the warning banner and exter-

nal marker, false negatives were exceptional cases that could be

avoided; for the spam label, they are unavoidable. A false negative

is a phishing email that is not labeled at all, and a false positive is

a legitimate email that is labeled as spam. In 10% of cases across

all participants per email type, we introduce intentional misclassi-

fication. We assumed 10% false-positive and false-negative rates

to approximate a somewhat realistic, moderately imperfect system.

Technically, we generate a random number 𝑋 which is sampled

uniformly from [0, 1). When 𝑋 < 0.10, we either (i) suppress the

spam label for a phishing email (false negative), or (ii) show the

spam label for a legitimate email (false positive).

3.2.4 Tooltip. When a user hovers over a link in an email with

the mouse, a tooltip appears with the actual URL either at the

mouse cursor or at the bottom of the window. Volkamer et al. [55]

developed a special tooltip, called Torpedo, that helps users to read

and understand URLs. Torpedo displays the URL in the tooltip in

bold and with increased character spacing and shows an additional

risk assessment of the URL with colored borders. A green border

indicates low risk for, e. g., popular sites, a blue border signifies

previously visited or allowlisted sites, and a gray outline denotes

unknown risk. Here, the user must check the URL themselves. A

3
https://www.emailveritas.com/

screenshot can be seen in Figure 3b. At the same time, Torpedo

blocks the link for three seconds, and a timer is displayed. The user

can only continue and click on the link after the time has passed.

The user can adjust the timer manually in the settings. Additionally,

one feature of Torpedo is to resolve links from a link shortener,

when the user clicks on the respective button.

In our tool, we only replicated an email client; therefore, in-

stalling the Torpedo plugin
4
was not possible. In addition, partici-

pants also could not click on links and visit a website. Therefore,

we needed to make a few adjustments to integrate Torpedo. We

assume a user who classified the email as legitimate would have

clicked on the link. In that case, we block the action and display the

URL, along with a timer set to 3 seconds. After the timer expires,

the user can click on the Legitimate button. If the user has already
hovered over the link before, and the time has expired, the tooltip

is not displayed again when they select Legitimate. Likewise, if the
participant selects Fraudulent, the tooltip is not displayed, as we

assume that the participant would not then click on the link. Since

Torpedo supports three colored assessments, we only perform this

action when the assessment is grey (unknown); in the case of blue

and green, the tool does not block that action.

To find out which of our selected test emails gets which colored

assessment, we installed Torpedo in a real email client and tested

each email. For an email that leads to the SharePoint page (see

Figure 24) of the fictional company, we used the blue version of

the tooltip. Since this website does not exist in reality, it would

actually have a gray border. The tooltip is displayed for all emails

that contain a link. That means we have false positives, because the

tooltip is also displayed for legitimate emails, but no false negatives,

because the tooltip is shown for all phishing emails, but only in

gray.

3.3 Email Selection
We conducted a pre-study to select the emails and to determine

their difficulty. Table 1 shows an overview of the selected emails,

and which support system is displayed in which variation for which

email. Additionally, the table shows the level of difficulty, whether

links or attachments are included and whether it is phishing or a

legitimate email.

3.3.1 Pre-Study. We conducted a preliminary study to select the

emails with an early iteration of our interactive tool. In this iter-

ation, we did not include any support systems, and the tutorial

did not require participants to open the calendar. We conducted

this study with 126 click workers from the German crowd sourcing

platform clickworker.de, and their task was to classify 26 emails as

phishing or legitimate. Out of these, 11 emails represented phishing

attacks, and 15 emails were legitimate. When creating these emails,

we adapted existing real phishing emails and also used emails from

Steves et al. [49] as a basis and adapted them to fit the scenario.

We included low-risk emails that have no links or attachments and

only share information. Additionally, we ensured that the support

systems would be triggered for certain emails, e. g., we included

emails from external senders, links to popular or lesser known web-

sites, and attachments. The emails were first rated independently

4
https://github.com/SecUSo/torpedo

https://www.emailveritas.com/
https://github.com/SecUSo/torpedo


Lending a Hand: The Effectiveness of Support Systems in Assisting Users to Detect Phishing Attacks CHI ’26, April 13–17, 2026, Barcelona, Spain

(a) External marker

(b) Tooltip
(c) Label

(d) Warning banner

Figure 3: The graphics show an overview of the support sys-
tems as we reproduced them, using the example of the email
microsoft. Subfigure (a) represents the external marker with
the label [EXTERNAL] before the subject line and as a note
above the email. Subfigure (b) shows the tooltip (with gray
border), after hovering over the link. In Subfigure (c) one
can see the label and the corresponding opened sidebar, in-
cluding email header information. Subfigure (d) shows the
warning banner which would be displayed above the email
content.

by two researchers on the NIST phish scale [49], then discussed

and adjusted in terms of their rating again. The 126 participants

classified the emails, and their assessment did not match our rat-

ing with phish scale [49]. This mainly concerned phishing emails,

which we rated as medium to difficult, but which were still rated

correctly by the majority of participants. Furthermore, we excluded

emails that were too difficult or too easy to detect. Then we selected

three phishing emails with the difficulty levels easy (recognized

by 75% or more of participants), medium (recognized by 50% to

74 %), and difficult (recognized by under 50 %). All legitimate emails

were used for the final study, which resulted in 18 emails overall.

For these emails, we set the limits for easy emails at 90 % or more

of participants recognizing them, for medium emails at 80 % to

89 %, and for difficult emails at less than 80 % recognizing them. We

aimed to closely balance the ratio of different emails in the final

study to reflect a real-life scenario, with more legitimate emails

than phishing emails. The selected emails are described in more

detail in the following Sections 3.3.2 and 3.3.3.

3.3.2 Legitimate Email Selection. We selected 15 legitimate emails,

including 10 easy, 3 medium and 2 difficult ones, see Table 1. We

have classified the difficulty based on the correct classification in

the pre-study, i. e., easy (≥ 90%), medium (≥ 80%), and difficult

(≤ 80%). Six legitimate emails included links or attachments, and

two of them (Doodle and Attachment) are flagged with the gray

version of the tooltip, so that the user must check for themselves.

The email Resilience contains a link from a popular URL shortener

and therefore has a gray tooltip. After clicking on ‘Resolve’, the URL

redirects to a low-risk website and is then transformed into a tooltip

with a green border. For the email Password, the tooltip shows a

blue border, as it links to an internal website. In two further emails

(Dropbox, Feedback), the tooltip has again a green border, as the

websites are low-risk. The external marker is displayed for three of

the legitimate emails, as these were sent from senders or systems

outside the company. The first one is an application, and the other

two emails are automatic notifications sent by the external systems

Dropbox andDoodle. Thewarning banner is not displayed on any of

the legitimate emails, as we assume that the senders’ email servers

are configured correctly. Similar to the phishing emails, the label

is randomly distributed across all users and displayed as a false

positive in 10 % of the emails, which we described in Section 3.2.3.

3.3.3 Phishing Email Selection. We selected three phishing emails

with different levels of difficulty (see Table 1). The number of phish-

ing emails is relatively small compared to legitimate emails, with a

ratio of 3:15. The reason is that we wanted a more realistic scenario

without overwhelming participants with additional emails. Accord-

ing to [27], one-third of emails are unwanted, and 2.3% contain

malicious content. Moreover, [30] reports that approximately 1.2 %

of all email traffic is phishing. However, many emails are blocked

before they reach the user’s inbox, resulting in an even lower ratio

of legitimate to phishing emails than in our scenario. While other

studies [47, 55] often used a more balanced ratio of phishing and

legitimate emails, some approaches are based on more realistic con-

ditions [33, 35, 38, 63]. In addition, we wanted to represent different

levels of difficulty, as in reality, many phishing emails are easily

detectable. For difficulty levels, we use the NIST phish scale [49] as

a basis, which also provides three difficulty levels. We selected the

following phishing emails from our pre-study:

Weblogs is a difficult phishing email which we took from [49]

and adapted. Only 48.4 % of pre-study participants correctly

identified this email. The email alerts users that accessing

prohibited websites may result in disciplinary action, so to

stay safe, they should verify which websites are flagged by

clicking on the provided link. A special case in our scenario

is that the email was sent from a compromised internal ac-

count, i. e., the sender email address was correct. For this

reason, the email is not marked by the external marking or

the warning banner. The label marks the email as described

in Section 3.2.3. The tooltip classifies the URL as unknown

and, therefore, has a gray border. One could correctly classify

this email as phishing by hovering over the link.

Microsoft is a medium difficult phishing email which was cor-

rectly identified by 72.2 % of participants in the preliminary

study. The Microsoft license for the user’s account suppos-

edly expires and must be renewed. One sign of phishing is

that the URL shown in the content and the actual URL are

different. Furthermore, the sender address is also suspicious.

The email is marked as external, and the warning banner is

shown. Likewise, the tooltip is displayed in the gray version.

The label marks the email again as described in Section 3.2.3.
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VR-Bank was correctly classified as phishing by 90.5% of the

participants in the preliminary study. Therefore, it poses

as an easily detectable phishing email. The email claims

to come from a German banking institution and reports

increased unauthorized access to accounts. For this reason,

users should check the security settings for their accounts.

In this case, the external marker, the warning banner, and

the gray tooltip are displayed. Again, the label is displayed

as described in Section 3.2.3.

3.4 Main Study
Similar to the preliminary study, we recruited participants via the

German crowd-sourcing platform clickworker.de for the main study.

We excluded all clickworkers who had already participated in the

preliminary study. Another requirement was that clickworkers

had to be German-speaking and could only participate using a

desktop computer or laptop, as the study was not designed for

mobile devices. We implemented technical measures to prevent

clickworkers with insufficient screen resolution from participating

in our study. When detected, a message was displayed stating that

participation was not possible and advising the participant to use a

different device with a higher screen resolution.

The main study started with a welcome screen that explains

the study and the scenario. When the participant clicked “Start”

they saw the tutorial as described in Section 3.1.2 and the tool

assigned the participant to one of the five test groups, consisting

of four support systems (warning banner, external marker, label,

and tooltip) and a control group, without a support system. We

assigned the support systems to the test groups using a round-robin

procedure to ensure an equal distribution. The participant groups

with the support system were not informed of it, as we wanted to

avoid expectation effects and examine whether a support system

really helps, not whether the participants consciously pay attention

to it. After the tutorial, the actual experimental part of the study

began. The participants saw the 18 emails selected as described

in Section 3.3, one after the other in random order. For each of

the emails, participants should decide whether it is legitimate or
fraudulent and indicate this by clicking the appropriate button.

Depending on the test group, participants were presented with the

appropriate support system in the matching emails, as shown in

Table 1. Participants could hover over links or open the calendar,

contact list, and job offer document to receive more information.

In the background, we track all these activities of each participant

for the subsequent evaluation. After the participants classified all

emails, they see the correct solution together with their results.

3.5 Survey
Once the participants had classified all 18 emails, the tool presented

the concluding survey, see Section D. At the beginning of the sur-

vey, we asked participants which elements of emails they paid the

most attention to in the survey. Secondly, we asked what elements

of emails they generally pay attention to when they receive sus-

picious emails. Both questions were asked as priority rankings,

where answers are provided but participants can also add their

own answers. Not all items had to be selected. As a basis for these

two questions, we used Hasegawa et al. [24]. For the first question,

we also listed the support systems for the corresponding groups.

If the participant belonged to a group with a support system, we

asked whether the participant had noticed the support system at

all. If the answer to that question was yes, or at least partially, we

asked them to describe their first impressions in a free-text field.

Afterwards, we asked the participants to rate the support system

on a five-point Likert scale (from “Strongly disagree” to “Strongly

agree”) how helpful the support system was, whether it had an

impact on their decisions, whether they trusted it, and whether

they would use it professionally and privately. The next part of the

survey was the UEQ-S [45] (a short version of UEQ [44]), a stan-

dardized instrument designed to evaluate the user experience. It

captures both pragmatic aspects, such as efficiency and perspicuity,

as well as hedonic aspects such as stimulation and novelty. Thereby,

the participants rated eight pairs of contradictory adjectives (e. g.,

‘complicated’ versus ‘easy’) on a seven-point Likert scale. Finally,

the participants should rate their general impression of the support

system on a 10-point scale (“I do not like it at all” to “I really like

it”) and justify their rating in a free text field. The last page of the

survey was again visible to all participants. It contained general

demographic questions as well as questions about their affinity for

technology and which email clients they use. Additionally, there

was an option to enter final comments in a free-text field.

3.6 Data Analysis
In this section, we describe the statistical tests we have used to

analyze the quantitative data and the procedure to analyze the

qualitative data.

Quantitative Data. The quantitative data did not follow a normal

distribution. For this reason, we performed non-parametric Kruskal-

Wallis tests to examine differences between the individual support

system groups and the control group. If the Kruskal-Wallis test

indicates significant differences between groups, we additionally

perform pairwise post-hoc comparisons using the Mann-Whitney

𝑈 (MWU) test to determine between which groups these differences

exist. To account for multiple hypothesis testing and to control the

family-wise error rate, we applied the Holm–Bonferroni step-down

correction to the p-values. We considered p-values below 0.05 to

be statistically significant. We used 𝑟 as the effect size and interpret

it as follows: 𝑟 < 0.3 as small, 0.3 ≤ 𝑟 < 0.5 as medium, and 𝑟 ≥ 0.5

as large. In the case of binary variables, we used Fisher’s exact

tests, also with a Holm-Bonferroni correction and a significance

level of 𝛼 = 0.05. The effect sizes were derived from the odds

ratios (OR) and categorized as follows: OR = 1 – no effect, ORs

between 1 and 1.5 – small, ORs between 1.5 and 2.5 – medium,

ORs between 2.5 and 4.0 – large, and ORs ≥ 4.0 – very large. To

analyze correlations between demographic data and experimental

results, we used Spearman’s rank correlation. Furthermore, we used

Wilcoxon signed-rank tests to analyze the effects of false positives or

false negatives on the classifications of the participants. Finally, we

created a logistic regression model to find out which variables had

the most significant influence and effect on participants correctly

classifying an email.
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Table 1: The table shows the rating regarding the degree of difficulty of the emails from the pre-study and the visibility for
each support system. The color of the tooltip indicates which variant is displayed. The control group did not have any support
system. The P before the email designation stands for phishing and the L for a legitimate email. The 4 icon indicates that the
support system is shown, 6 indicates that a support is not shown, and � indicates that a support system is only partially
displayed; the percent indicates the percentage of cases it is displayed. The details regarding the partially displayed label can be
found in Section 3.2.3.

Email External Banner Label Tooltip Rating Link/Attachment

P Weblogs 6 6 � (90 %) 4 (Grey) Difficult Link

P Microsoft 4 4 � (90 %) 4 (Grey) Medium Link

P VR Bank 4 4 � (90 %) 4 (Grey) Easy Link

L Password 6 6 � (10 %) 4 (Blue) Difficult Link

L Doodle 4 6 � (10 %) 4 (Grey) Difficult Link

L Dropbox 4 6 � (10 %) 4 (Green) Medium Link

L Attachment 6 6 � (10 %) 4 (Grey) Medium Link/Attachment

L Resilience 6 6 � (10 %) 4 (Grey/Green) Medium Link/Attachment

L Call Back 6 6 � (10 %) 6 Easy Attachment

L Feedback 6 6 � (10 %) 4 (Green) Easy Link

L Job Application 4 6 � (10 %) 6 Easy Attachment

L Office 6 6 � (10 %) 6 Easy Attachment

L Construction 6 6 � (10 %) 6 Easy -

L Heating 6 6 � (10 %) 6 Easy -

L Present 6 6 � (10 %) 6 Easy -

L Report 6 6 � (10 %) 6 Easy Attachment

L Cake 6 6 � (10 %) 6 Easy -

L IT-Service 6 6 � (10 %) 6 Easy -

Qualitative Data. Two researchers analyzed the answers to the

open-ended questions, first separately and then jointly. Both re-

searchers coded the answers independently, and then they met to-

gether to create a shared codebook. Based on the shared codebook,

the two researchers independently recoded all answers, and then the

intercoder reliability was determined using the Brennan–Prediger

coefficient [10]. The first open-ended question concerning the reac-

tion yielded 𝜅BP = 0.52 with a 90% code overlap threshold, repre-

senting a moderate level of agreement. For the second open-ended

question regarding the rating, we obtained a Brennan–Prediger

coefficient of 𝜅BP = 0.50 with 90% code overlap. We then revised

the codebook again by combining similar codes. Lastly, we used a

consensus-based approach, where both researchers discussed each

coding together and agreed on a coding.

3.7 Ethics
Participants were recruited for both, preliminary and main studies,

via the German crowdworking platform clickworker.de which ad-

heres to GDPR. Our institutions do not have ethics review boards

for non-medical studies, therefore, we addressed ethical concerns

as follows. Registration on the platform requires participants to be

at least 18 years old. Participants were informed that the data collec-

tion is for scientific purposes. We only received anonymized data

linked to an ID, while the clickworker platform ensures compliance

with all remaining data protection requirements. For further ques-

tions the participants were provided with an email address. They

could exit the study at any time without adverse effects. The study

was hosted on a server belonging to the first author’s organization.

Answering demographic questions was voluntary. The collected

data was stored on a secure server, where only project members

had access. Participants received compensation of EUR 3.20, for an

estimated study duration of 10min to 15min, which corresponds

to the German minimum wage of EUR 12.82 per hour from January

2025.

3.8 Participants
The number of participants is based on an a priori power analysis

with one-way ANOVA. We set the significance level at 𝛼 = 0.05,

the desired power at 0.8 and used Cohen’s f as the effect size. The

analysis showed that to detect a large effect 𝑓 = 0.4, approximately

16 participants per group are required, for a medium effect 𝑓 = 0.25,

40 participants per group, and for a small effect 𝑓 = 0.1, 240 partici-

pants per group. Consequently, we decided on 100 participants per

group (total of 500 participants) in order to ensure adequate statis-

tical power after incomplete or invalid data had been filtered out.

Out of a total of 500 clickworkers, the results of 453 clickworkers

were included in the evaluation. Participants were excluded if the

same IP address appeared multiple times, if incorrect or missing

values appeared in the evaluation, if they repeatedly selected the

same answer option, or if they completed the study unusually fast.

For this purpose, we excluded all participants whose completion

time was below the 2.5th percentile. All participants above the

97.5th percentile were retained. Overall, the average time needed

by participants was 12.6min.

The distribution of support systems among participants is as

follows: Banner - 87, External - 99, Label - 85, Tooltip - 91, Control
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Group - 91. Slightly more than one-third (36.9 %) of participants are

female and nearly two-thirds are male (62.5 %). Three participants

did not specify their gender. The majority of participants belong

to the 20 to 49-year-old age groups. More than half of the partici-

pants (56.1%) are working as employees, followed by 21.4% who

are self-employed and 9.3% who are university students. Partici-

pants without a computer science backgroundmake up the majority

with 69.8 %, in contrast to participants with a background in com-

puter science (28.5%). According to a self-assessment, 57.4% are

moderately IT-affine, 35.1 % are highly IT-affine, 6.6 % are not very

IT-affine, and 0.9 % did not respond. More details on demographics

can be found in Table 5 (Section B).

4 Results
In the following sections, we first present the experimental results,

which answer RQ1-3 in Section 4.1, and then answer RQ4 in Sec-

tion 4.3 by presenting survey results.

4.1 Experimental Results
4.1.1 General Influence of Support Systems (RQ1). Out of the 18
emails, participants correctly identified, on average, between 88.3 %

and 83.9%, depending on the group (see Figure 4). A Kruskal-

Wallis test revealed significant differences between the groups

(𝐻 (4) = 13.5, 𝑝 < 0.01) with a small effect size (𝜀2 = 0.02). Subse-

quent Bonferroni-Holm-corrected MWU tests among the individual

groups showed significant differences between the warning banner

group and the tooltip group (𝑈 = 4 913, 𝑝Holm < 0.05), with a small

effect size (𝑟 = 0.21). Considering only medium- and difficult-level

emails, only the label and tooltip showed significant differences,

with small effect sizes. The corresponding MWU results can be

found in Section C.1.

Banner External Label Tooltip Control Group
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Figure 4: Results of the different test groups for the classi-
fication of fraudulent or legitimate emails. The error bars
show 95% confidence intervals.

When dividing the emails into phishing and legitimate, a Kruskal-

Wallis test revealed a marginally significant difference with a small

effect size between the support system groups for legitimate emails

(𝐻 (4) = 9.7, 𝑝 < 0.05, 𝜀2 = 0.013). However, after the Bonferroni-

Holm correction, we found no significant differences in the post-hoc

MWU tests. In the case where only phishing emails were consid-

ered, no significant difference was found in the Kruskal-Wallis test

(𝐻 (4) = 8.6, 𝑝 ≥ 0.05, 𝜀2 = 0.010). This shows that support sys-

tems did not make a practical impact on email classification in our

scenario.

4.1.2 Overcautious Behavior (RQ2).

Individual Emails. To investigate overcautious behavior, i. e.,

whether using support tools leads to a greater proportion of le-

gitimate emails being classified as phishing than in the control

group, we first examine individual legitimate emails. Table 2 shows

the number of participants who correctly classified an email across

the different support system groups. We performed Fisher’s ex-

act tests for each email and support system group with 𝑝-values

corrected for multiple testing.

The legitimate email about password change was challenging to

classify correctly across all groups, with no significant differences

between them. Participants in the tooltip group performed worse

at classifying legitimate email Attachment and Doodle. The differ-

ence was statistically significant for the Attachment email for all

groups, and specifically for the control group with a large effect

size: 𝑝Holm < 0.05, 𝑂𝑅control vs. tooltip = 0.38, 95 % CI = [0.20, 0.72].
For the Doodle email, there was a statistically significant differ-

ence only between external versus tooltip groups: 𝑝Holm < 0.01,

𝑂𝑅external vs. tooltip = 0.34, 95 % CI = [0.18, 0.63]. In both emails, the

tooltip had a gray border, indicating an unclear risk assessment,

suggesting that participants had difficulty assessing the risk, even

with the tooltip’s assistance. We did not find statistically significant

differences for all other emails and groups.

Displayed Support Systems for Legitimate Emails. To further in-

vestigate overcautious behavior, we examine the classification re-

sults for legitimate emails that displayed support systems. An exter-

nal marker was displayed deterministically for 3 legitimate emails

from an external server. The warning banner was shown determin-

istically only for phishing emails. The tooltip was shown for all

emails with links, including 6 legitimate emails, and it provided an

unclear risk assessment for three of them. Spam label, a probabilis-

tic mechanism, exhibited a more complex behavior: It was flagged

as a false positive in 10 % of all legitimate emails. The distribution

of false positives was as follows: 0× among 23 participants, 1×
among 25 participants, 2× among 19 participants, 3× among 14

participants, 4× among 3 participants, and 5× for 1 participant.

There were no significant differences between the group with the

external marker and the control group with the same emails. This

also applies to the group with the tooltip and the same emails in the

control group. For the label, it is not possible to separate individual

emails, as they were displayed across all emails, as described above.

Therefore, we can only compare the label group and emails where

it was displayed with the entire control group, as each email in the

label group was tagged multiple times with a label. However, as the

label group has 1.5 false positives on average and the control group

has 15 legitimate emails, statistical comparison does not make much

sense here due to the large difference in the number of classified

emails between the groups. Additionally, we already compared

the classification of legitimate emails across all participants in the

label and control groups in Section 4.1.1 and found no statistically

significant difference.

We conclude that we found evidence of overcautious behavior

only in the tooltip group for individual emails.

4.1.3 Influence of False Positives and False Negatives in Support
Systems (RQ3). In our scenario, genuine false positives only exist
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Table 2: The table shows how often an email was correctly classified by each support system group, i. e., legitimate emails as
legitimate and phishing emails as fraudulent. E/M/D means Easy/Medium/Difficult; L means link, and A means attachment as
part of the email.

Email Banner External Label Tooltip Control Group

L
e
g
i
t
i
m
a
t
e

Attachment (M;L+A) 85.1 % 82.8 % 83.5 % 57.1 % 78.0 %

Report (E;A) 96.6 % 97.0 % 91.8 % 96.7 % 93.4 %

Job Application (E;A) 93.1 % 91.9 % 91.8 % 85.7 % 90.1 %

Doodle (D;L) 70.1 % 75.8 % 67.1 % 51.6 % 69.2 %

Dropbox (M;L) 88.5 % 84.8 % 92.9 % 86.8 % 91.2 %

Feedback (E;L) 87.4 % 92.9 % 91.8 % 85.7 % 84.6 %

Present (E) 98.9 % 100.0 % 98.8 % 98.9 % 98.9 %

Heating (E) 97.7 % 96.0 % 95.3 % 95.6 % 97.8 %

Cake (E) 98.9 % 99.0 % 97.6 % 93.4 % 96.7 %

Password (D;L) 50.6 % 54.5 % 60.0 % 57.1 % 45.1 %

Resilience (M;L+A) 82.8 % 84.8 % 77.6 % 75.8 % 85.7 %

Call Back (E;A) 92.0 % 86.9 % 87.1 % 82.4 % 86.8 %

IT Service (E) 95.4 % 98.0 % 90.6 % 94.5 % 94.5 %

Construction (E) 98.9 % 98.0 % 96.5 % 97.8 % 100.0 %

Office (E;A) 96.6 % 94.9 % 89.4 % 91.2 % 91.2 %

P
h
i
s
h
i
n
g

Microsoft (M;L) 89.7 % 82.8 % 91.8 % 86.8 % 78.0 %

VR (E;L) 93.1 % 88.9 % 96.5 % 92.3 % 91.2 %

Weblogs (D;L) 74.7 % 76.8 % 83.5 % 80.2 % 80.2 %

for the label and the tooltip as described in Section 4.1.2. All other

support systems have no false positives. If we compare the condi-

tions for the label group before the first false positive was displayed

and the conditions afterwards (excluding the first false positive

email), there is no significant difference in the correct classification

of the emails, as shown by a Wilcoxon pre-post test (before: 87.8 %,

after: 87.9%;𝑊 = 431.5, 𝑝 ≥ 0.05, 𝑟 = 0.03). For the tooltip, there

is a slight increase in correctly classified emails after the first false

positive email, but it is not statistically significant (before: 77.7%,

after: 84.1%;𝑊 = 1 387.5, 𝑝 ≥ 0.05, 𝑟 = 0.08). In our scenario, the

false positives had no noticeable effect on participants’ subsequent

decisions.

False negatives occurred for three support systems: deterministi-

cally via a warning banner and an external marker for the Weblogs

phishing email, and probabilistically in 10% of phishing emails

for the label, resulting in 28 participants not seeing a label in one

phishing email. Fisher’s exact test did not reveal statistically signif-

icant differences for the Weblogs email. However, the percentages

of correct classification are slightly lower for banner and external

(see Table 2). This means there is a slight tendency to trust the

support system too much when indicating suspicious emails. For

the label and warning banner support systems, there was no sig-

nificant change in participants’ email classification after the first

email was marked as a false negative, as shown by a Wilcoxon

pre-post test. For the external marker, the correct classification by

the participants increased slightly after they saw the false negative

email (before: 85.1%, after: 90.5%;𝑊 = 888.5, 𝑝 < 0.05, 𝑟 = 0.22).

Thus, false negatives also had little impact in our study.

We performed robustness checks to assess the impact of ran-

domly introduced misclassifications for the label group, where 10 %

of all emails across all participants were misclassified. This would

mean an average of 1.5 false positive emails and 0.3 false negative

emails per participant, with 85 participants in this group. For ro-

bustness checks, we considered only participants with the closest

number of classification errors (0 or 1 false negatives and 1 or 2

false positives). Thus, we carried out MWU tests using only the

results of the previously described label group participants and

compared them with all other groups, regarding phishing or le-

gitimate emails. We found only minor differences, which can be

attributed to differences in the number of participants in this group

(see Section C.1).

4.2 Influence of Additional Aspects
In this section, we analyze whether specific aspects influence the

classification results. In practice, decisions about potentially threat-

ening emails are not made in isolation, but always within a situa-

tional context. For this reason, we have developed and integrated

a corresponding scenario. At the same time, we are investigating

whether the participants’ demographic characteristics influenced

the results.

4.2.1 Contextual Factors. To determine whether contextual factors

influence the correct classification of an email, a logistic regression

was performed; see Figure 5. When all independent variables are

set to their reference levels and continuous variables are set to zero,

we estimated the probability of correctly classifying an email to be

88.5 %. We use emails of medium difficulty as a reference.
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For difficult emails, the probability decreased significantly to

75.4% (𝛽 = −0.92, OR = 0.40, 95 % CI [0.34, 0.47], 𝑝 < 0.001). For

easy emails, it significantly increased to 94.0 % (𝛽 = 0.72, OR = 2.05,

95 % CI [1.59, 2.65], 𝑝 < 0.001).

There was a significant difference when a participant opened

the contact list (𝛽 = 0.58, OR = 1.79, 95 % CI [1.49, 2.15], 𝑝 < 0.001),

with the probability of correctly classifying an email increasing to

93.2% compared to not opening the contact list. If a participant

opened the calendar, it slightly increased the probability for a cor-

rect classification (89.0 %) in reference to not opening the calendar,

but the effect was not statistically significant (𝛽 = 0.06, OR = 1.06,

95 % CI [0.82, 1.36], 𝑝 ≥ 0.05). For participants who opened the job

offer the probability of a correct classification decreased to 84.0%

(𝛽 = −0.38, OR = 0.69, 95 % CI [0.50, 0.95], 𝑝 < 0.05) in comparison

to those who did not open it. The job offer is the least frequently

used resource of all.

We further observed that hovering over a link significantly in-

creased the probability of an email being correctly classified to

91.2% compared to not hovering (𝛽 = 0.30, OR = 1.35, 95 % CI

[1.14, 1.59], 𝑝 < 0.001). The presence of a link in an email leads to

a decreased probability to 79.9% (𝛽 = −0.658, OR = 0.52, 95 % CI

[0.40, 0.68], 𝑝 < 0.001) compared to emails without links.

Concerning support systems, there is a slight decline in correct

classifications to 86.1 % in the tooltip group (𝛽 = −0.22, OR = 0.81,

95 % CI [0.66, 0.99], 𝑝 < 0.05) compared to the control group. For

the other support systems, we found an increase from 89.9% to

90.4 %, but it was not statistically significant. This corroborates the

results of Section 4.1.

We found that as processing time increases, the probability of

correctly classifying an email decreases, with a minimal effect. A

10-second increase in the processing time for an email results in

a decrease to 88.1% (𝛽 = −0.04, OR = 0.96, 95 % CI [0.94, 0.98],

𝑝 < 0.001).

Support systems played a minor role in determining whether

an email was correctly or incorrectly classified. Instead, contextual

factors, especially the contact list, had a greater influence, as did

the presence of a link and whether the participants hovered over it.

To ensure the robustness of the results, we conducted robust-

ness tests by re-estimating the model after removing the contextual

variables, which did not yield significant changes. In addition, we re-

fitted the model with heteroskedasticity-consistent standard errors

(HC3) and found only minor differences.

4.2.2 Correlations with Demographics. For this analysis, we ex-

cluded participants who did not respond to a specific demographic

question. We found a significant difference between male and

female participants in the number of correctly classified emails

(𝑈 = 26410.0, 𝑝 < 0.05), although the effect size is small (𝑟 = 0.10).

Amongmale participants, the average number of correctly classified

emails was 15.8, and among female participants, it was 15.4. The

correlation between participants’ age and the number of correctly

classified emails was weakly negative. It did not reach statistical

significance (𝜌 = −0.09, 𝑝 ≥ 0.05), as analyzed using a Spearman

rank-order correlation. However, there were significant differences

between the amount of correctly classified emails and the partici-

pants’ own assessment of their IT affinity (𝐻 (2) = 15.5, 𝑝 < 0.001,

𝜀2 = 0.03). An MWU test showed significant differences with a

Figure 5: Visualization of the estimated odds ratios with 95%
confidence intervals in a forest plot (log scale), with a vertical
reference line at OR = 1 indicating no effect compared to the
reference level.

small effect between the strongly affine and average affine groups

(𝑈 = 24 583.0, 𝑝Holm < 0.01, 𝑟 = 0.16) and between the strongly

affine and little affine groups (𝑈 = 3 187.0, 𝑝Holm < 0.01, 𝑟 = 0.23).

Participants who considered themselves as having little IT affinity

correctly classified an average of 14.9 emails. Average IT-affine par-

ticipants correctly classified an average of 15.5 emails, while those

with strong IT affinity classified an average of 16.1 emails correctly.

Overall, demographic factors had little influence on classification

results.

4.3 Perception of Support Systems by Users
(RQ4)

This section analyzes the results of our survey. We refer to the

participants with a unique identifier consisting of P and a sequential

number.

4.3.1 Priority of Phishing Cues. We first asked which part of the

email the participants paid most attention to, both in the study and

in general. Figure 28 in Section C.2.1 shows the results of the two

priority rankings per support system (study/general) in detail.

Sender’s email address is mentioned most frequently across all

participants, with 415mentions (91.6 %).URLs in emails (396 - 87.4 %)
and the Sender’s name (360 - 79.5%) follow. A total of 72 partic-

ipants out of 87 participants selected the warning banner in the

corresponding group (82.8 %).

The least frequently selected were Own involvement with 239

times (52.8 %) and Urgency of email (241 - 53.2 %). Also in this range

are the support systems external marker, spam label and tooltip,

which were selected by 56.5 % to 62.6 % of participants within their

groups.

Furthermore, six participants contributed their own elements,

for example, the “feeling” (P 138) when looking at the email or the

“time of the email” (P 50).

4.3.2 How Many Noticed the Support System. Subsequently, we
asked all participants in the support system groups whether they

had noticed the support system (see Figure 6). The warning ban-

ner was the most frequently noticed support system at 94.3 %. The
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tooltip was the second-most-frequently noticed support system,

with 75.8% noticing it. The label and the external marker were

noticed by 60.0% and 57.6%, respectively. We conclude that most

participants who noticed their respective support system also uti-

lized it in their decisions, but not all of them (cf. Section 4.3.1).
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Figure 6: How many participants in the different support
systems groups noticed the support system during the study.

The following questions, until the demographic section of the

survey, were only asked to participants who had at least partially no-

ticed the support system, which reduces the number of participants

per support system to the following: banner with 84 participants,

external marker with 73 participants, label with 65 participants,

and tooltip with 80 participants.

4.3.3 Initial Reaction Seeing the Support System. We did not in-

form participants about the support system before the experimen-

tal part to avoid expectation effects and to determine whether the

system was understood intuitively. We asked each participant to

describe their initial reaction upon seeing the support system in an

open-ended question to identify their spontaneous impressions. In

Table 3, we show the distribution of codes as a percentage of the

total number of participants assigned to the respective support sys-

tem. Overall, we defined 16 codes, distributed across the categories

positive (green), neutral (blue), negative (red), and other (grey).
Most popular positive statements for external marker, banner,

and label were that the support system increased awareness and
encouraged participants to further check the email, or that it caused
mistrust towards the email and provided hints. For example, P54

stated that the warning banner meant to them was that they “defi-

nitely needed to read [the email] more carefully”. The tooltip stands

out as the most popular positive statement for it: it is helpful/useful,
but without explaining why (e. g., P342: “Helpful add-on.”).

Between 6.8% and 10.7% of participants mentioned that they

blindly trusted the support system. For example, P371 stated that

they automatically assumed that this was phishing when they saw

the warning banner. The tooltip was especially often found unclear.
Among the negative codes, participants often reported feeling

uncertain/puzzled/confused about the support system. For example,

P210 said, referring to the external marker: “At first, I was surprised

and concerned about the potential implications of that.” Compared

to all support systems, participants most frequently criticized the

label’s accuracy and reliability. For example, P200 said: “I ignored

it. In general, too often incorrect.” This could be explained by the

presence of false positives in this case. The tooltip was more often

found “not (very) helpful” than other support systems. This might

be because the tooltip repeatedly gave an uncertain risk assessment,

leaving the responsibility for checking to the participant, as P56

described: “Not very helpful, as the risk wasmostly unknown except

for already known senders.”

4.3.4 Characteristics of the Support System. In the next section of

the survey, participants rated the support system’s characteristics

on a 5-point Likert scale and noted whether they would use it for

professional or personal purposes. Figure 7 shows the results as

box plots for each support system.

Helpfulness was rated the highest for the warning banner (me-

dian 5), which is the deterministic support system without false

positives, although it exhibited one false negative. For all other sup-

port systems, the median was 4, which is also relatively high, given

their respective weaknesses, which were qualitatively criticized

(see Sections 4.3.3 and 4.3.6).

With respect to the impact of support systems on decisions,

the medians for the groups’ warning banner, external marker, and

tooltip are at 4, and the label has a median rating of 3. Likewise,

the median rating for the trustworthiness was 4 for the banner,

external marker, and tooltip groups, and 3 for the label group. Thus,

the spam label as a support system performed the worst, likely due

to its probabilistic nature.

The statement as to whether participants would use the support

system in a work-related context was rated with a median of 4

in each group. Whether participants would use it privately also

received a median rating of 4 in the groups, with only the external

marker receiving a median rating of 3, which is understandable, as

it is only useful in the context of organizations.

4.3.5 UEQ-S Results. The UEQ-S can be interpreted as follows:

Values between -0.8 and 0.8 represent a neural evaluation of the

corresponding scale, values > 0,8 represent a positive evaluation,

and values < -0,8 represent a negative evaluation [43]. Results reveal

that all support systems received positive pragmatic quality scores,

with the banner ranking highest (mean = 1.7, SD = 1.3), followed by

the external marker (1.6, 1.2), label (1.3, 1.1), and tooltip (1.0, 1.5).

Hedonic quality scores were neutral across all systems, with the

tooltip leading the way. The external marker achieved the highest

overall score, followed closely by the warning banner, tooltip, and

label, indicating slightly positive evaluations for the external marker

and warning banner, and neutral ratings for the label and tooltip.

The external marker achieved the highest overall score (1.0, 0.9),

followed closely by the warning banner (0.9, 1.0), tooltip (0.8, 1.2),

and label (0.7, 0.9), indicating slightly positive evaluations for the

external marker and warning banner, and neutral ratings for the

label and tooltip. Figure 8 presents the UEQ benchmark chart based
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Table 3: Distribution of codes for participants’ initial reactions as a percentage of the total number of participants assigned to
each support system. Numbers in brackets denote the number of responses. Some responses were assigned multiple codes.

Codes External (73) Banner (84) Label (65) Tooltip (80)

increased awareness / checking email 38.4 % 39.3 % 24.6 % 17.5 %

p
o
s
i
t
i
v
e

mistrust of email / hint 20.5 % 26.2 % 33.8 % 8.8 %

helpful / useful 5.5 % 3.6 % 3.1 % 31.3 %

identified as suspicious 1.4 % 10.7 % 4.6 % 2.5 %

delete / ignore email 0.0 % 3.6 % 3.1 % 0.0 %

confirmation of own estimation 0.0 % 2.4 % 1.5 % 1.3 %

blindly trusted / unreflective 6.8 % 10.7 % 9.2 % 10.0 %

n
e
u
t
r
a
l

neutral / unclear 4.1 % 6.0 % 3.1 % 15.0 %

conventional 4.1 % 1.2 % 0.0 % 1.3 %

uncertain / puzzled / confused 8.2 % 3.6 % 3.1 % 8.8 %

n
e
g
a
t
i
v
e

reliability / accuracy 0.0 % 0.0 % 20.0 % 2.5 %

ignored 5.5 % 1.2 % 3.1 % 2.5 %

mistrust of support system 1.4 % 6.0 % 3.1 % 1.3 %

not (very) helpful 0.0 % 1.2 % 1.5 % 7.5 %

danger 0.0 % 1.2 % 1.5 % 2.5 %

(visual) design 0.0 % 0.0 % 0.0 % 3.8 %

unclear 5.5 % 2.4 % 4.6 % 1.3 % Other
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Figure 7: The graphs show, as box plots for each support system, how helpful the support system was, what impact the support
system had, and the extent to which participants trusted the support system.

on 452 product evaluations from the official UEQ website [44]. Note

that this data derives from the full UEQ rather than the short version

used in our study, warranting cautious interpretation. The tooltip

scored below average across all scales. For pragmatic quality, the

warning banner and external marker were rated as good, while the
label was above average. Hedonic quality ratings were less favorable,
with the tooltip and external marker scoring below average, and the
warning banner and label falling into the bad range. Overall, only

the external marker approached the above average threshold, while
all other systems remained below average.

4.3.6 Overall Impression. Participants rated their overall impres-

sion of the support system on a 10-point Likert scale from “I don’t

like it at all” to “I really like it” and then justified their opinion in

an open-ended question. The banner and the external marker are

equally rated with a median of 8. Both the tooltip and the label

have a median rating of 7, see also Figure 9. Overall, the general

impression results mirror the results of the previous Section 4.3.4,

where the warning banner and external marker slightly outperform

the spam label and the tooltip.

Participants were also asked to justify their opinions in an open-

ended question. Table 4 shows the distribution of codes as a percent-

age of participants assigned the corresponding code per support

system. There are a total of 22 codes, which are divided into the

categories positive (green), neutral (blue), negative (red), and other
(grey).
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Figure 8: UEQ-S results on benchmark charts for our investigated support systems, namely banner (a), external marker (b),
label (c), and tooltip (d) with the mean values for Pragmatic Quality, Hedonic Quality, and the Overall Result. The error bars
show the confidence intervals (𝑝 = 0.05) per scale.

Table 4: The table the shows distribution of codes as a percentage based on the total number of participants assigned per support
system regarding the reasons for for the participants’ rating. Numbers in brackets denote the total number of responses. Many
responses were coded with more than one code.

Codes External (73) Banner (84) Label (65) Tooltip (80)

helpful/useful 48.0 % 22.6 % 35.4 % 55.0 %

p
o
s
i
t
i
v
e

increased awareness/felt alerted 17.8 % 27.4 % 15.4 % 8.8 %

efficiency 12.3 % 6.0 % 0.0 % 6.2 %

likable 8.2 % 11.9 % 7.7 % 7.5 %

conspicuous 6.9 % 28.6 % 9.2 % 0.0 %

simple/understandable 4.1 % 8.3 % 3.1 % 6.2 %

skeptical / uncertain 12.3 % 8.3 % 18.5 % 10.0 %

n
e
u
t
r
a
lconventional 8.2 % 8.3 % 3.1 % 2.5 %

unclear/neutral opinion 5.5 % 3.6 % 6.2 % 2.5 %

sense of security 4.1 % 4.8 % 0.0 % 2.5 %

unfamiliar/new 1.4 % 0.0 % 0.0 % 5.0 %

improvements 4.1 % 7.1 % 13.8 % 10.0 %

inconspicuous 8.2 % 1.2 % 1.5 % 1.2 %

n
e
g
a
t
i
v
e

unnecessary 5.5 % 3.6 % 6.2 % 5.0 %

reliability/accuracy 2.7 % 2.4 % 16.9 % 12.5 %

comprehensibility 2.7 % 2.4 % 1.5 % 2.5 %

danger 2.7 % 2.4 % 1.5 % 5.0 %

(visual) design 1.4 % 1.2 % 0.0 % 5.0 %

disruptive 1.4 % 2.4 % 0.0 % 2.5 %

frightening 1.4 % 3.6 % 3.1 % 0.0 %

complicated/cumbersome 0.0 % 0.0 % 1.5 % 3.8 %

Unclear 4.1 % 2.4 % 1.5 % 0.0 % Other

All systems are described as helpful/useful by many participants,

with the warning banner also described as conspicuous most often

(e. g., P417: “Stands out instantly and immediately catches the eye.”).

Warning banner is especially often complimented for alerting its

users to pay more attention to the respective email, and external

marker for increasing efficiency in email processing (e. g., P446:

“Speeds up finding emails within the company and sorting out

external ones at a glance.”).
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Figure 9: The figure shows box plots of the participants’ rat-
ings for each of the four support systems.

Participantsmost often commented that theywere “skeptical/uncertain”

about the support system for systems with false positives (label)

or with unclear assessments that need further investigation (ex-

ternal marker, tooltip). For example, P130 about external marker:

“It’s good, but you shouldn’t blindly trust it.” Some participants

suggested improvements, e. g., P164 about label: “Generally helpful,

but more explanation as to why something was marked as spam

would be even more helpful.”

Overall, we found the fewest negative statements concerning

the banner. Label and tooltip received the most negative comments

regarding their “reliability/accuracy”. P365 describes their criticism

of the tooltip as follows: “Too much text, too many values, and in-

accuracies. In the end, I decide for myself based on my experience,

overall impression, common sense, and gut feeling.” Furthermore,

participants criticized the (visual) design, considered the tooltip

unnecessary, or feared it could be a danger. P58 implied that the

assessment of the tooltip concerns only the URL and the actual

phishing attempt that could be hiding behind it. Therefore, the

tooltip could induce a false sense of security in people: “The risk of

falling into a trap specifically because of the tooltip is relatively high.

As soon as someone uses supposedly secure third-party providers

(Google, Dropbox, etc.) in the context of phishing, the tooltip sug-

gests that it is safe per se.” External marker was most criticized

for being hard to notice, and for habituation effect, e. g., P49: “I

constantly receive emails from ‘external parties’, so I would quickly

stop noticing this marking.”

To summarize, systems with false positives or unclear assess-

ments that require further thought are perceived as more negative

and less helpful than deterministic systems without false positives.

False negatives have a lesser effect on the rating.

4.3.7 Correlations of Experimental Results with the Overall Impres-
sion Rating. We conducted a Spearman rank-order correlation to in-

vestigate the relationship between the rating of the support system

and participants’ experimental results. The analysis revealed aweak,

negative correlation that was statistically significant (𝜌 = −0.146,
𝑝 < 0.05). This means that participants with fewer correctly classi-

fied emails tended to give a slightly higher rating. When consider-

ing the support system groups individually, significant correlations

were found for the label (𝜌 = −0.349, 𝑝 < 0.01, moderately nega-

tive) and external marker (𝜌 = −0.279, 𝑝 < 0.05, weakly negative),

which also shows that higher ratings are linked to less correct re-

sults. There were no significant correlations between tooltips or

banners and the number of correct results in the experimental part.

Thus, there is evidence that a higher opinion of the support system

may lead to worse classification results.

5 Discussion
In this section, we discuss our results, answer our RQs from Sec-

tion 1, and provide recommendations for the design of anti-phishing

systems. In addition, we explain the limitations of our study.

5.1 Research Questions
5.1.1 RQ1: Effectiveness of Support Systems. We found no differ-

ences between the support systems and the control group in terms

of the correct classification of all emails. When looking exclusively

at the emails where the support system was displayed, only the

warning banner showed an improvement compared to the con-

trol group. Similar to other studies [8, 22, 25, 42], we found that

context plays a critical role for users in determining whether an

email is legitimate or fraudulent. In our study, the email context

and scenario had a greater impact on email classification than the

actual support systems. When considering all emails in a logistic

regression model (see Section 4.2.1), the contact list had a positive

effect on the correct classification of emails. Regarding the calendar,

the effect was minor and not significant, and the job offer docu-

ment even had an adverse effect. Meanwhile, the support systems

made no significant difference, except for the tooltip, which led to a

slight decline. At the same time, we found that hovering over a link

had a positive effect on the correct classification, as shown by the

regression model. Meanwhile, URLs are often difficult for users to

understand and interpret, making it unclear where they might lead.

Other studies [5, 6, 35] address this issue and aim to support users

with URL parsing. Torpedo [55] also includes special highlighting

of the domain, which simultaneously increases readability to help

users understand the URL.

At the same time, there might be other reasons why the support

systems did not have much of an impact. We cover this in more

detail in Section 5.3.

Furthermore, participants reported that they most frequently

looked at relevant cues, namely the sender’s email address and

URLs, followed closely by the sender’s name, which can be easily

faked. In contrast, the sender’s email address is better protected by

technical features such as DKIM, SPF, and DMARC. The support

systems played a secondary role here, as the participants mentioned

them less frequently, and when they did, they ranked them lower

in relevance. The warning banner was an exception and the third-

most-often-mentioned item, and at the same time, it was also most

often cited as conspicuous.

5.1.2 RQ2: Overcautious Behavior. Regarding RQ2, which exam-

ined whether support systems cause overcautious behaviour, we

examined the number of legitimate emails our participants misclas-

sified as phishing. The tooltip led to two legitimate emails being

classified as phishing by more participants than in all other systems

and the control group. However, we cannot generalize this, because
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the tooltip was only displayed for emails containing links, and our

regression model shows that such emails were generally harder

to classify. When comparing the classification of emails with false

positives to the same emails in the control groups, we found no

effects. Hence, our results remain inconclusive, and we cannot say

that one particular support system caused overcautious behavior

in our study.

5.1.3 RQ3: Influence of False Positives and False Negatives in Sup-
port System Classification. We found that false positives had no

significant impact on participants’ subsequent classifications. In the

case of the support systems that we had integrated, false positives

(label and tooltip), participants frequently criticized their reliability

and accuracy compared to the other support systems. Participants

also gave the label a lower rating regarding how much they trusted

it and how much it affected their decisions, likely due to perceived

unreliability.

A relatively small number of false positives have been identified,

but these have led to the systems being criticized for their reliability.

Thus, even a few false positives could lead to mistrust of support

systems or alarm fatigue in the future, as support systems will never

perform perfectly, and a perfect technical classification of phishing

emails would make support systems obsolete. The fact that the

false positives did not affect subsequent classifications could be

explained by participants noticing the incorrect classifications and,

consequently, becoming mistrustful of the support system.

Regarding false negatives, a difference was observed in the ex-

ternal marker after the false-negative email. This may be explained

by the fact that participants already understood how the external

marker worked after seeing it in a few emails. With other support

systems, it is more difficult to understand their classification pro-

cess and when they should occur in an email. In general, it is more

difficult to detect false negatives than false positives, and it must

be assumed that participants often did not notice the absence of a

support system.

5.1.4 RQ4: Perception of Support Systems by Users. We can an-

swer RQ4 by concluding that users appreciate the support systems

and find them helpful, even though we found no impact on the

correct classification of phishing emails. Users may perceive their

effectiveness as greater than it actually is. Participants claimed that

the warning banner, external marker, and tooltip influenced their

decisions and that they trusted them. In contrast, the label received

a neutral rating, suggesting a lower perceived reliability. Generally,

the accuracy and reliability were criticized, particularly for the la-

bel, and to some extent for the tooltip. However, the tooltip was

criticized more for providing an “unclear assessment”, whereby the

label for its high error rate. Although the participants uncritically

followed the assessment of the support system a few times, more

often they mentioned that support systems increased their aware-

ness and encouraged them to check their emails more carefully. At

the same time, participants expressed skepticism or uncertainty

about the assessment of the support system, particularly regarding

the label. On the other hand, we found limited evidence that par-

ticipants felt protected by the support system or developed a false

sense of security, as observed in other studies [16, 21, 61].

5.2 Recommendations for Anti-Phishing
Interfaces

5.2.1 Utilizing Contextual Clues. We found that participants often

paid attention to irrelevant phishing cues, such as the sender’s

name, and context had a stronger impact than the support systems

themselves. It could be beneficial to use this fact and focus attention

on contextual clues rather than relying solely on technical indica-

tors. Especially in cases where the support system is “unsure” in

its decision and provides an unclear assessment, it could instead

encourage users to be aware of external, trustworthy information

outside the digital environment. In organizations, collaborative

tools that interconnect and share information are commonplace.

Here, information from other applications could be integrated into

the support systems, for example, that the sender is not yet in the

contact list, or that an event is about to take place (or took place

recently) according to the calendar.

5.2.2 Highlight Suspicious Elements. To draw users’ attention to

the relevant phishing cues, they should be emphasized without

resorting to overly technical language. For example, discrepancies

between the URL and the displayed text in the email could be

pointed out. Unfortunately, this does not help when the link is

hiding behind a button or other graphical element. Overall, as link

hovering was found to be one of the most important factors in

correct classification, systems that help users to interpret links

seem to be a promising addition to anti-phishing systems.

Additionally, key terms indicating suspicious activity and re-

quests to share sensitive data can be highlighted, such as requests

for passwords, logins, and credentials.

5.2.3 Avoid unclear assessments. In our case, the tooltip often led

participants to classify legitimate emails as phishing when its as-

sessment was unclear. Moreover, systems with unclear assessments

(tooltip and label) were perceived as unhelpful and untrustworthy

more frequently than deterministic systems (external marker and

warning banner), even though the latter exhibited false negatives.

Support systems should make a clear statement; otherwise, they

may confuse users, leading them to either become overly cautious

or to rely on systems at all. Concrete indications of why the sup-

port system has made an assessment are more helpful than vague

statements.

5.2.4 Balancing Conspicuousness and Over-Conspicuousness. Some

support systems, especially the external marker and label, were

often overlooked by participants. At the same time, we found that

yellow is already very conspicuous in the warning banner. Red, for

example, could signal excessive danger and lead users to become

even more overcautious. Additionally, size and placement appear

to be decisive factors in ensuring the support system is noticed,

though we did not investigate this in depth. Support systems should

be self-explanatory and comprehensible without instructions or

additional guidance. However, within organizations, their existence

and purpose should be clearly communicated to raise awareness.

Otherwise, there is a risk that they will go unnoticed or be misin-

terpreted.
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5.3 Limitations
We developed the tool as an online study system in which partici-

pants role-played. The tool restricted participants’ interaction with

the emails, as it only provided limited capabilities. At the same time,

they were constrained to work within the limited, predetermined

context of the role. Besides that, they were aware from the briefing

at the beginning that the study was about phishing. Additionally,

clickworkers may differ from the general population, particularly

in terms of greater IT affinity. In addition, it is likely that there are

differences in how they processed the emails in the scenario and

in the strategies a real user would use to evaluate emails. There-

fore, the responses may not be representative of less experienced

users. Although the study included a substantial number of partici-

pants, some small effects may not have been detected because of

the statistical power limitations.

We replicated the support systems as best we could, but had

to make adjustments to integrate them into the tool. Regarding

the tooltip, as mentioned in Section 3.2.4 before, we did not install

the actual Torpedo plugin; instead, we mimicked its functional-

ity. That means that the actual plugin might perform differently.

Regarding the label, we were unable to determine how the sup-

port system’s classification mechanisms work and therefore had

to display the false positives and false negatives according to the

specified probabilistic procedure.

The ratio of emails in our scenario is unbalanced, with 3 phish-

ing emails and 15 legitimate emails, which reduces the statistical

power of our analyses. Especially in the case of phishing emails, a

single incorrectly or correctly classified email can strongly influ-

ence the result. We tried to create a ratio of fraudulent to genuine

emails as close to reality as possible, while avoiding overwhelm-

ing participants with too many emails, as attentiveness tends to

decline over time. Yet the number of phishing emails remains high

compared to the actual rate [27, 30]. At the same time, our small

selection of phishing emails allows us to simulate only a few types

and limits generalizability. Many participants correctly classified

most emails, which may reflect ceiling effects. This may be partly

because we included many legitimate emails that did not contain

links or attachments and could therefore be readily ruled out as

phishing.

6 Conclusion and Future Work
In this study, we took the first steps toward a comparative eval-

uation of various anti-phishing support systems using an exper-

imental tool developed specifically for this purpose. To this end,

453 participants slipped into the role of an HR employee in our

designed scenario and classified 18 emails as fraudulent or legiti-

mate. Subsequently, they expressed their opinions on the support

systems in a concluding survey. Our results show that there is no

significant difference between the support systems and the control

group. However, we found a slightly adverse effect of the tooltip

support system compared to other support systems. It became ap-

parent that the provided context had a greater impact than support

systems. At the same time, participants appreciated the support

systems and considered them helpful, even though we were unable

to determine any actual effect. In future work, the support systems

could be examined outside of an online survey in real environments

and workplaces. In addition, the ratio of phishing emails to legiti-

mate emails would be aligned with real-world conditions. At the

same time, participants who are not clickworkers but, for example,

ordinary employees, whose participation takes place in the context

of their daily work routine rather than as a paid survey task, would

demonstrate a different approach to email processing. This would

also result in a more heterogeneous participant sample, with greater

variation in prior knowledge and IT affinity. Most importantly, false

positives and false negatives in classification should be included

in the experimental setup, as we showed that they influence re-

liance on support systems, and their influence should be further

investigated.
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A Selected Emails
Below, the 3 selected phishing emails and the 15 selected legiti-

mate emails are presented with screenshots and explanations. The

screenshots are in German, but the explanations include English

translations.

A.1 Phishing Emails

Figure 10: Phishing email “Microsoft”: Subject: Microsoft
Office - Account renewal. Body: Dear user, the license for your
Microsoft Office account alex.s*****@smartcompany.de will
expire in 7 days. Please note that after this period, documents
can only be opened in read-only mode. To be able to continue
editing documents, you must extend your license free of
charge. To do this, click on the following link and log in with
your ID. [[Link]] Your Microsoft Office Team

Figure 11: Phishing email “VR Bank”: Subject: Your Volks-
bank Account – Important Message. Body: Security request -
Dear Sir orMadam, unfortunately, there has been an increase
in unauthorized access to the accounts of the Volksbanken
Raiffeisenbanken. In order to protect you from potential fi-
nancial losses caused by third parties, we urgently ask you to
check your security settings. This check is mandatory so that
you cannot be held liable in the event of misuse. Please click
on the following link to access the security check. [[Link]]
Yours sincerely, Volksbank Customer Service *This is an au-
tomatically generated message, please do not reply to this
e-mail address.

Figure 12: Phishing email “Weblogs”: Subject: Unauthorized
Website Access. Body: *This is an automatically generated
email* Our regulators require us to monitor and restrict cer-
tain website access based on content. The filtering system
has flagged your computer as one that has accessed or logged
into websites that host restricted content. The system is not
error-free and may falsely flag restricted content. The IT de-
partment does not investigate every report, but disciplinary
action may be taken. Log in to the system immediately with
your network credentials and check your logs to see which
websites triggered this warning. [[Link]] Do not respond to
this email. This email has been automatically generated to
inform you that you have violated our security and content
policies.
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A.2 Legitimate Emails

Figure 13: Legitimate email “Attachment”: Subject: Please
chck [sic] briefly. Body: Hi Alex! Can you please check the
attachment ASAP? I think something has gone wrong and
the invoice won’t be paid otherwise. You can check here again
to see if everything is OK. [[LINK]] Thanks! BR Ulrike

Figure 14: Legitimate email “Cake”: Subject: CakeBody:Hello
everyone, there is some cake left in the kitchen in Building
B. Enjoy, but be quick, otherwise it will be gone!

Figure 15: Legitimate email “Call back”: Subject: Please call
me back. Body: Hi, the applicant from last week is request-
ing a quick call back. You were unavailable, so the call was
forwarded to me. The number is in the application attached.
See you later!

Figure 16: Legitimate email “Construction”: Subject: Closed
stairway C building. Body: Dear colleagues, due to construc-
tion work in the stairwell, the stairs in Building C cannot be
used today. We kindly ask you to use the stairs in Building B
instead and then use the passageway to Building C. Thank
you for your understanding! Your facility management team

Figure 17: Legitimate email “Doodle”: Subject: Invi-
tation: New Appointment - Weekly Team-Meeting.
Body: Please indicate your preferred times. Hello
(alex.schulz@smartcompany.de) Manuel Thomas
(manuel.thomas@smartcompany.de) has invited you to
share your preferred times for New appointment - Weekly
team meeting. Go to the invitation to provide your feedback.
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Figure 18: Legitimate email “Dropbox”: Subject: Tamara
Meier shared a linkwith you. Body:HelloAlex, TamaraMeier
has invited you to view the folder “Photos_CompanyEvent”
in Dropbox. [[Button: View folder]]. Note: Hello everyone,
please find attached the photos from the company event. Best
regards, Tamara. Enjoy! The Dropbox Team.

Figure 19: Legitimate email “Feedback”: Subject: Feedback
on the Company Event. Body: Dear colleagues, Thank you
very much for participating in our company event last week.
To ensure that our next event is also a complete success, I
would like to ask you to take a moment to provide us with
some feedback. Please follow the link below and complete
the short survey. [[Link]] Thanks!
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Figure 20: Legitimate email “Service”: Subject: Maintenance
work during the night from Friday to Saturday. Body: Dear
colleagues, due to technical maintenance work, Outlook will
be temporarily unavailable during the night from Friday
to Saturday between 04:00 and 05:00 a.m. We ask for your
understanding. Yours sincerely, IT Service.

Figure 21: Legitimate email “Heating”: Subject: Important!
Heating Maintenance Work. Body: Dear colleagues, Due to
maintenance work on the heating system, there may be brief
interruptions to the heating today. We apologize for any
inconvenience caused. Kind regards, Facility Management

Figure 22: Legitimate email “Job Application”: Subject: Ap-
plication as IT Consultant. Body. Dear Sir or Madam, I was
very interested to see the advertised position on the XING job
board. I am therefore applying for the permanent position
of IT Consultant. I can contribute a variety of strengths to
a new role with your company. I approach my tasks with a
high degree of reliability, responsibility, and precision. With
me, your company will gain an employee who is flexible, mo-
tivated, and team-oriented. In addition, I have demonstrated
strong communication skills, a high willingness to learn,
and a great deal of creativity in previous projects. Sincerely,
Mirko Müller.

Figure 23: Legitimate email “Office” Subject: Important! New
office layout 02/25. Body: Dear colleagues, attached you will
find the plan for the new office layout. Please take a look
and let us know if anything is not right. Larger electronic
equipment will be moved by the service department. You
only need to take care of smaller items on your desk. Kind
regards, Facility Management.
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Figure 24: Legitimate email “Password” Subject: 1st-Level-
Support notification: Your Windows password will expire in
7 days. Body: This is an automatically generated email, please
do not reply. This is a reminder that yourWindows password
will expire in 7 days. Please consider to change your password
now. Users with expired passwords can no longer login on
their devices and also not access their email or calendar via
web access. How to change your password: 1. Press Ctrl +
Alt + Delete and then click Change password 2. Type your
old password, type your new password, confirm your new
password and press Enter See the company Password Rules:
[[Link]].

Figure 25: Legitimate email “Present”. Subject: Fundraising
campaign for 50th birthday. Body: Dear colleagues, as you
probably already know, our head of department Manuel
Thomas will soon be celebrating his 50th birthday. To mark
the occasion, I would like to organize a small gift basket and
a bouquet of flowers. If you would like to contribute, I would
be very happy to do so. Best Regards Tim.

Figure 26: Legitimate email “Report”: Subject: Annual Report
- Quarter 01. Body: Ladies and gentlemen, as in the previous
year, we were able to continue our steady growth in the first
quarter of this year. I would like to take this opportunity to
thank all our employees for their unconditional commitment
and outstanding efforts. You will find the detailed annual
report attached. I look forward to continuing our good coop-
eration and overcoming all hurdles together in the coming
years! Yours sincerely, Torben Hofmann, Managing Director.

Figure 27: Legitimate email “Resilience”: Subject: Invitation
to Resilience Training. Body: Dear colleagues, we cordially
invite you to our internal training course led by Dr. Clara
Beyer-Faber. The topic of the full-day seminar is: "Resilience".
Resilience is an important factor in emotional stability and
mental health. Learn how to avoid stress and prevent burn-
out. Further information can be found in the attached invi-
tation. Please click here to register: [[Link]] (The number
of participants is limited to 20. Quick registration is recom-
mended!) Best regards, TimWinkler.
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B Demographic Data
Table 5: Demographics

Banner External Label Tooltip Control Group Total
No. % No. % No. % No. % No. % No. %

Gender
female 25 28.7 39 39.4 27 31.8 35 38.5 41 45.1 167 36.9

male 61 70.1 59 59.6 58 68.2 56 61.5 49 53.9 283 62.5

no answer 1 1.2 1 1.0 0 0.0 0 0.0 1 1.1 3 0.7

Age

younger than 20 years 3 3.5 1 1.0 2 2.4 0 0.0 3 3.3 9 2.0

20-29 years 19 21.8 21 21.2 20 23.5 14 15.4 14 15.4 88 19.4

30-39 years 25 28.7 36 36.4 18 21.2 27 29.7 27 29.7 133 29.4

40-49 years 13 14.9 21 21.2 23 27.1 23 25.3 25 27.5 105 23.2

50-59 years 18 20.7 9 9.1 15 17.7 11 12.1 9 9.9 62 13.7

60-69 years 3 3.5 3 3.0 3 3.5 11 12.1 11 12.1 31 6.8

70 years or older 0 0.0 1 1.0 0 0.0 1 1.1 0 0.0 2 0.4

no answer 6 6.9 7 7.1 4 4.7 4 4.4 2 2.2 23 5.1

IT affine

little affine 6 6.9 7 7.1 4 4.7 2 2.2 11 12.1 30 6.6

average affine 44 50.6 53 53.5 53 62.4 58 63.7 52 57.1 260 57.4

strongly affine 36 41.4 38 38.4 27 31.8 31 34.1 27 29.7 159 35.1

no answer 1 1.2 1 1.0 1 1.2 0 0.0 1 1.1 4 0.9

IT area
no 58 66.7 67 67.7 57 67.1 63 69.2 71 78.0 316 69.8

yes 28 32.2 29 29.3 26 30.6 28 30.8 18 19.8 129 28.5

no answer 1 1.2 3 3.0 2 2.4 0 0.0 2 2.2 8 1.8

School

high school 65 74.7 80 80.8 61 71.8 65 71.4 72 79.1 343 79.1

middle school 17 19.5 18 18.2 19 22.4 23 25.3 18 19.8 95 19.8

secondary school 4 4.6 1 1.0 4 4.7 3 3.3 1 1.1 13 1.1

still in school 0 0.0 0 0.0 1 1.2 0 0.0 0 0.0 1 0.0

other 1 1.2 0 0.0 0 0.0 0 0.0 0 0.0 1 0.0

Professional degree

phd 2 2.3 3 3.0 2 2.4 1 1.1 0 0.0 8 1.8

master 20 23.0 32 32.3 19 22.4 23 25.3 29 31.9 123 27.2

bachelor 14 16.1 17 17.2 16 18.8 15 16.5 13 14.3 75 16.6

technical degree 4 4.6 7 7.1 6 7.1 7 7.7 4 4.4 28 6.2

vocational 31 35.6 23 23.2 30 35.3 36 39.6 28 30.8 148 32.7

no professional degree 3 3.5 1 1.0 1 1.2 1 1.1 1 1.1 7 1.6

other 2 2.3 3 3.0 2 2.4 0 0.0 3 3.3 10 2.2

no answer 11 12.6 13 13.1 9 10.6 8 8.8 13 14.3 54 11.9

Job

employee 53 60.9 52 52.5 41 48.2 53 58.2 55 60.4 254 56.1

self employed 18 20.7 22 22.2 19 22.4 19 20.9 19 20.9 97 21.4

university student 5 5.8 15 15.2 12 14.1 5 5.5 5 5.5 42 9.3

trainee 4 4.6 0 0.0 1 1.2 1 1.1 3 3.3 9 2.0

student 0 0.0 2 2.0 2 2.4 0 0.0 0 0.0 4 0.9

housewife 2 2.3 0 0.0 2 2.4 2 2.2 2 2.2 8 1.8

retired 4 4.6 2 2.0 3 3.5 4 4.4 3 3.3 16 3.5

unemployed 1 1.2 1 1.0 3 3.5 6 6.6 2 2.2 13 2.9

other 0 0.0 3 3.0 1 1.2 0 0.0 0 0.0 4 0.9

no answer 0 0.0 2 2.0 1 1.2 1 1.1 2 2.2 6 1.3
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C Additional Results
C.1 Additional Experimental Results

Table 6: The table shows the results of the pairwise post
hoc MWU tests, exclusively for medium and difficult emails,
according to the classification from the preliminary study. 𝑝
is Bonferroni-Holm corrected. Mean and median refer to the
correctly classified emails.

Group 1 Group 2 𝑛1 𝑛2 Mean1 Mean2 Median1 Median2 𝑈 𝑝 significant |𝑟 | effect

External Label 99 85 77.5 % 79.5 % 71.4 % 85.7 % 3804.0 0.985 - 0.09 negligible

External Banner 99 87 77.5 % 77.3 % 71.4 % 85.7 % 4149.0 1.000 - 0.03 negligible

External Tooltip 99 91 77.5 % 70.8 % 71.4 % 71.4 % 5338.5 0.188 - 0.16 small

External Control Group 99 91 77.5 % 75.4 % 71.4 % 71.4 % 4812.0 1.000 - 0.06 negligible

Label Banner 85 87 79.5 % 77.3 % 85.7 % 85.7 % 3939.0 1.000 - 0.06 negligible

Label Tooltip 85 91 79.5 % 70.8 % 85.7 % 71.4 % 4877.0 0.021 ★ 0.23 small

Label Control Group 85 91 79.5 % 75.4 % 85.7 % 71.4 % 4531.5 0.290 - 0.15 small

Banner Tooltip 87 91 77.3 % 70.8 % 85.7 % 71.4 % 4779.0 0.125 - 0.18 small

Banner Control Group 87 91 77.3 % 75.4 % 85.7 % 71.4 % 4416.0 0.828 - 0.10 small

Tooltip Control Group 91 91 70.8 % 75.4 % 71.4 % 71.4 % 3622.5 0.801 - 0.11 small

Table 7: The table shows the results of pairwise post hoc
MWU tests for legitimate emails as part of robustness checks.
Only participants from the label group with exactly two false
positives were considered, while all participants from the
other groups were included. 𝑝-values are Bonferroni-Holm
corrected. Mean refers to the correctly classified emails.

Group 1 Group 2 𝑛1 𝑛2 Mean1 Mean2 𝑈 𝑝 significant |𝑟 | effect

Banner External 87 99 88.8 89.2 4284.5 1.000 - 0.00 negligible

Banner Control Group 87 91 88.8 86.9 4389.5 1.000 - 0.10 negligible

Banner Tooltip 87 91 88.8 83.4 4793 0.120 - 0.19 small

Banner Label 87 19 88.8 88.4 820 1.000 - 0.01 negligible

External Control Group 99 91 89.2 86.9 5029 1.000 - 0.10 small

External Tooltip 99 91 89.2 83.4 5508.5 0.069 - 0.20 small

External Label 99 19 89.2 88.4 941.5 1.000 - 0.00 negligible

Control Group Tooltip 91 91 86.9 83.4 4630 1.000 - 0.10 small

Control Group Label 91 19 86.9 88.4 773 1.000 - 0.07 negligible

Tooltip Label 91 19 83.4 88.4 681 1.000 - 0.14 small

Table 8: The table shows the results of pairwise post hoc
MWU tests for legitimate emails as part of robustness checks.
Only participants from the label group with exactly one false
positive were considered, while all participants from the
other groups were included. 𝑝-values are Bonferroni-Holm
corrected. Mean refers to the correctly classified emails.

Group 1 Group 2 𝑛1 𝑛2 Mean1 Mean2 𝑈 𝑝 significant |𝑟 | effect

Banner External 87 99 88.8 89.2 4284.5 1.000 - 0.00 negligible

Banner Control Group 87 91 88.8 86.9 4389.5 1.000 - 0.10 negligible

Banner Tooltip 87 91 88.8 83.4 4793 0.120 - 0.19 small

Banner Label 87 25 88.8 85.1 1256 1.000 - 0.11 small

External Control Group 99 91 89.2 86.9 5029 1.000 - 0.10 small

External Tooltip 99 91 89.2 83.4 5508.5 0.069 - 0.20 small

External Label 99 25 89.2 85.1 1436 1.000 - 0.11 small

Control Group Tooltip 91 91 86.9 83.4 4630 1.000 - 0.10 small

Control Group Label 91 25 86.9 85.1 1198.5 1.000 - 0.04 negligible

Tooltip Label 91 25 83.4 85.1 1074 1.000 - 0.04 negligible

Table 9: The table shows the results of pairwise post hoc
MWU tests for phishing emails as part of robustness checks.
Only participants from the label group with no false nega-
tives were considered, while all participants from the other
groups were included. 𝑝-values are Bonferroni-Holm cor-
rected. Mean refers to the correctly classified emails.

Group 1 Group 2 𝑛1 𝑛2 Mean1 Mean2 𝑈 𝑝 significant |𝑟 | effect

Banner External 87 99 85.8 82.8 4591.5 1.000 - 0.07 negligible

Banner Control Group 87 91 85.8 83.2 4157 1.000 - 0.05 negligible

Banner Tooltip 87 91 85.8 86.4 3771.5 1.000 - 0.05 negligible

Banner Label 87 57 85.8 87.7 2331 1.000 - 0.06 negligible

External Control Group 99 91 82.8 83.2 4438 1.000 - 0.01 negligible

External Tooltip 99 91 82.8 86.4 4010.5 1.000 - 0.11 small

External Label 99 57 82.8 87.7 2475 1.000 - 0.12 small

Control Group Tooltip 91 91 83.2 86.4 3754 1.000 - 0.10 negligible

Control Group Label 91 57 83.2 87.7 2317 1.000 - 0.11 small

Tooltip Label 91 57 86.4 87.7 2560 1.000 - 0.01 negligible

Table 10: The table shows the results of pairwise post hoc
MWU tests for phishing emails as part of robustness checks.
Only participants from the label group with exactly one false
negative were considered, while all participants from the
other groups were included. 𝑝-values are Bonferroni-Holm
corrected. Mean refers to the correctly classified emails.

Group 1 Group 2 𝑛1 𝑛2 Mean1 Mean2 𝑈 𝑝 significant |𝑟 | effect

Banner External 87 99 85.8 82.8 4591.5 1.000 - 0.07 negligible

Banner Control Group 87 91 85.8 83.2 4157 1.000 - 0.05 negligible

Banner Tooltip 87 91 85.8 86.4 3771.5 1.000 - 0.05 negligible

Banner Label 87 28 85.8 96.4 933.5 0.144 - 0.22 small

External Control Group 99 91 82.8 83.2 4438 1.000 - 0.01 negligible

External Tooltip 99 91 82.8 86.4 4010.5 0.706 - 0.11 small

External Label 99 28 82.8 96.4 973.5 0.038 * 0.26 small

Control Group Tooltip 91 91 83.2 86.4 3754 0.938 - 0.10 negligible

Control Group Label 91 28 83.2 96.4 919.5 0.057 - 0.25 small

Tooltip Label 91 28 86.4 96.4 1048.5 0.398 - 0.17 small

C.2 Additional Survey Results
C.2.1 Ranking of Phishing Cues. Figure 28 shows the ranking of
the different phishing cues regarding focus in general (left) and in

our study (right).

Figure 28: Ranking of the different phishing cues regarding
focus in general (left) and in our study (right). The size of the
bubbles and labels indicate howoften participantsmentioned
an element within each support system group. The color
represents the median position in which the element was
ranked.
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D Survey
Thank you very much! We have a few more questions for you.

Please take the time to answer them.

(1) Which parts of the emails did you pay the most atten-
tion to IN THE SURVEY?
Arrange the answers in the list on the right that apply to you.

Arrange the answers according to their relevance (highest

relevance at the top). Use your mouse to move the answers.

You do not have to select all answers. Answer options in
random order for each participant
• Attachments

• Form of language

• Grammar/spelling mistakes

• Own involvement

• Sender’s email address

• Sender’s name

• Subject line

• Urgency of email

• URLs (Links, Web addresses) in the emails

• Add own answer
(2) Which parts do you GENERALLY pay the most atten-

tion to when you receive a suspicious email?
Arrange the answers in the list on the right that apply to you.

Arrange the answers according to their relevance (highest

relevance at the top). Use your mouse to move the answers.

You do not have to select all answers. Answer options in
random order for each participant
• Attachments

• Form of language

• Grammar/spelling mistakes

• Own involvement

• Sender’s email address

• Sender’s name

• Subject line

• Urgency of email

• URLs (Links, Web addresses) in the emails

• Support system (according to the test group: warning ban-

ner, external marker, spam label or tooltip (hint displayed

for links))

• Add own answer
The following part was only shown to participants in
the support system groups.

(3) Have you noticed the support system? (Image)
• Yes

• partially

• No

(4) When you saw the support system, what was your first
reaction?
Only displayed to participants who have previously indicated
yes or partially.

(5) Please state to what extent you agree/disagree with the
following statements.
5-point Likert scale from strongly disagree to strongly agree
• I found the support system helpful.

• The support system impacted my decisions.

• I trusted the support system.

• I would also use the support system in my work life.

• I would also use the support system in my personal life.

(6) Please give your assessment of the support system. The
questionnaire consists of pairs of contrasting attributes
that may apply to the support system. Please decide spon-

taneously. Don’t think too long about your decision to make

sure that you convey your original impression. Sometimes

you may not be completely sure about your agreement with

a particular attribute or you may find that the attribute does

not apply completely to the support system. Nevertheless,

please tick a circle in every line.

obstructive o o o o o o o supportive

complicated o o o o o o o easy

inefficient o o o o o o o efficient

confusing o o o o o o o clear

boring o o o o o o o exciting

not interesting o o o o o o o interesting

conventional o o o o o o o inventive

usual o o o o o o o leading edge

(7) Please rate your overall impression on a scale of 1–10:
(1 = I don’t like it at all, 10 = I like it very much)

(8) Please justify your answer.

The following part was displayed to all participants
again.

(9) Which gender do you feel you belong to?
• Female

• Male

• Diverse

• No comment

(10) What is your year of birth? Please select a year: selection
list

(11) What is your current occupation?
• Student

• Trainee

• University student

• Employee

• Self employed

• Unemployed

• Housewife/parental leave

• Retired

• Other

• No comment

(12) What is your level of education? (Please select the highest
level of education you have achieved to date.)

• No general school leaving certificate

• Still in school

• Secondary school

• Middle school

• High school

• Other

• No comment

(13) What is your professional degree? (Please select the high-
est professional degree you have achieved to date.)

• No professional degree
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• Vocational degree

• Technical degree

• Bachelor

• Master

• PhD

• Other

• No comment

(14) Are you/were you working in the IT sector, or do you
have prior knowledge (e.g., through a degree in com-
puter science or similar) in this field?
• Yes

• No

• No comment

(15) How IT affine would you describe yourself?
• Not very IT affine

• Moderately IT affine

• Very IT affine

• No comment

(16) Which email client or web application do you mainly
use PRIVATELY to read/reply to your emails?
• Gmail

• Outlook Online (OWA)

• Outlook 365

• Outlook 2013

• Outlook 2010

• Apple Mail

• Mozilla Thunderbird

• I don’t know

• Other

• No comment

(17) Which email client or web application do you mainly
use for WORK to read/reply to your emails?
• Gmail

• Outlook Online (OWA)

• Outlook 365

• Outlook 2013

• Outlook 2010

• Apple Mail

• Mozilla Thunderbird

• I don’t know

• Other

• No comment

(18) Do you have any further comments? (Optional)
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