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Abstract. Physical Unclonable Functions (PUFs) exploit inherent man-
ufacturing variations in electronic devices to create unique hardware fin-
gerprints, which are typically used as a source of randomness for generat-
ing device-specific cryptographic keys. In this work, however, we explore
the possibility of repurposing PUFs as a secure storage mechanism for
pre-existing keys. First, we evaluate existing Rowhammer-based PUF's
(RH-PUFSs), introduce five novel RH-PUF constructions, and compare
all of them with respect to their suitability for cryptographic key gen-
eration. Second, we propose DRAmMmGON, a novel, unconventional PUF-
based approach that enables the direct encoding of cryptographic keys
into Rowhammer-susceptible DRAM, thereby allowing persistent data
storage in volatile memory. Our experiments using FlippyRAM show
that 81 % of the tested systems exhibit Rowhammer susceptibility, es-
tablishing RH-PUF's as a viable hardware-based security primitive.
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1 Introduction

Physical Unclonable Functions (PUFs) are a promising solution for ensuring
key security, as they enable the generation of highly random, unique-per-device
keys derived from variations in the physical characteristics of device components
introduced during manufacturing [1]. Moreover, such keys can often be generated
on demand, thereby eliminating the need for persistent key storage. PUF-derived
keys are applicable in a wide range of security scenarios [2]; however, in some
cases it is necessary to securely store an existing cryptographic key, e.g., one
that was previously shared among various parties.

To address this requirement, modern computers use dedicated security hard-
ware, such as Trusted Platform Modules (TPMs). TPMs, however, exhibit sev-
eral limitations: they require additional external hardware integration; they are
not yet universally deployed [3]; and they may enforce vendor-imposed restric-
tions that can potentially violate user privacy [4]. In this context, PUFs also
emerge as a promising alternative. While traditionally used as entropy sources
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for device-specific key generation, we argue that PUFs can be repurposed to
enable the secure storage of pre-generated cryptographic keys.

In this paper, we use Rowhammer-based PUFs (RH-PUF's), repurposing an
originally malicious technique for security applications [5]. The Rowhammer ef-
fect is a read-disturbance phenomenon in Dynamic Random-Access Memory
(DRAM) that can induce bit flips in memory rows physically adjacent to those
repeatedly accessed by an adversary [6]. During a Rowhammer attack, the oc-
currence of these bit flips is non-deterministic and device-specific, properties
that make them suitable for constructing PUFs [5]. However, existing research
on RH-PUFs provides limited insight. Early studies relied on outdated memory
technologies such as DDR2 and DDR3 [5], 7], while more recent works evaluate
only a small number of samples [810], rendering the general validity of their re-
sults slightly uncertain. We therefore hypothesize that the potential of RH-PUF's
has been underestimated.

To explore the potential of PUFs not only as a source of entropy but also
as a source of stability for persistent storage, we conduct a broad study of RH-
PUFs to deepen our understanding of their behavior and address limitations in
existing research. In summary, we provide the following contibutions:

— We identify 44 of 54 devices as susceptible to Rowhammer, representing
81 % of the tested systems, thereby demonstrating that RH-PUF's are a vi-
able hardware-based security primitive (see Section . These results also
confirm and extend the results presented by Heckel et al. [11].

— We introduce five novel RH-PUF constructions and show that they yield
better results than existing ones using key PUF metrics (see Section .

— We propose DRAmGONEL a novel and unconventional approach that lever-
ages PUFs not as a source of randomness but as a medium for key storage.
It enables secure, persistent storage of secret keys in volatile DRAM mem-
ory, which, to the best of our knowledge, has not been demonstrated before

(see Section [5)).

Outline. Section [2] provides background information relevant to our research.
Section (3| describes our experimental setup and methodology including our re-
sults for the fully automated Rowhammer tests. Section [4] introduces and eval-
uates the novel RH-PUF constructions. Section [5| presents and discusses a key
encoding approach DRAmGON. Section [6]outlines works related to our research.
Section [7] concludes the paper and outlines future research directions.

2 Background

In this section, we provide a brief overview of concepts related to our work.

! Source code available at https://github.com/iisys-sns/PUF_the_Magic_

DRAmGON_evaluation


https://github.com/iisys-sns/PUF_the_Magic_DRAmGON_evaluation
https://github.com/iisys-sns/PUF_the_Magic_DRAmGON_evaluation

PUF the Magic DRAmGON 3

2.1 Rowhammer

DRAM is the main memory used in current computer systems. DRAM cells
store one bit as an electrical charge on a capacitor, are arranged in rows and
columns, and are organized into banks with a row buffer. DRAM banks typically
span multiple DRAM chips, each chip containing parts of several banks. DRAM
chips are grouped into ranks, and one or more ranks form a Dual In-line Memory
Module (DIMM), which is connected to the CPU.

When a DRAM row is accessed, its content is loaded into the buffer, destroy-
ing the original data. Before another row in the same bank can be served, the
buffered data must be written back, causing a row conflict. Repeatedly trigger-
ing such conflicts can induce bit flips in neighboring rows, enabling modification
of memory content without direct interaction [6]. This technique is known as
a Rowhammer attack: the repeatedly activated rows are aggressors, while the
rows in which bit flips occur are victims.

Rowhammer attacks have been demonstrated across a wide range of scenar-
ios |6l 19, [12H31], spanning different platforms, targeted assets, access patterns,
and DRAM generations. In response, a variety of mitigation techniques have
been proposed that reduce the number of bit flips |[32H36]; however, they cannot
eliminate them entirely (27} 37} 38] and can often be bypassed [12}|14} |17} 19+21].

2.2 Rowhammer Physical Unclonable Functions

Manufacturing variations cause even identically produced devices to exhibit
unique physical characteristics that can be exploited to derive a hardware finger-
print known as a PUF [1], which maps a challenge C' to a device-specific response
R, typically represented as a bit string.

Because PUF responses are derived from physical effects, they are inherently
noisy and not always reliably reproducible. Thus, the raw response is typically
processed using a fuzzy extractor [39], which applies error-correcting code (ECC)
to eliminate noise and randomness extractor (e.g., hashing) to transforom the
original R in a uniform and cryptographically secure key. Although a fuzzy ex-
tractor can mitigate moderate noise or bias, a reasonably “good” raw response
is required to avoid unnecessary resource overhead and to ensure stronger secu-
rity guarantees. Therefore, the response R corresponding to a given challenge C'
should be reliably reproducible on the intended device (reliability), yet be signifi-
cantly different on another device (uniqueness). Ideally, the response should also
be uniform, i. e., not be biased toward either 1 or 0, and exhibit high entropy [40].

PUFs can be derived from different components. In research, delay-based
PUF's based on-chip elements (e.g., arbiters) are widely studied, whereas in prac-
tice most deployed PUFs are memory-based, as memory modules are present in
virtually all devices and allow simple PUF extraction. In this work, we focus on
RH-PUF that exploits Rowhammer-induced bit flips to generate device finger-
prints [5]. In this context, the initial PUF address, response length, data pattern,
measurement duration, and Rowhammer type typically form the challenge. The
response can be defined in different ways, for example, by the addresses of the
observed bit flips [8], or the interpretation of bit flip patterns [41].
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3 System Model, Experimental Setup and Methodology

This section describes the system model, experimental setup, and methodology
used to construct and evaluate RH-PUFs (see Section [4) and the DRAmGON
encoding approach (see Section , as well as to validate selected results from
the large-scale Rowhammer study by Heckel et al. [11] (see Section [3.3)).

3.1 System Model & Experimental Setup

We consider a set of 54 commodity desktop systems, of which 44 exhibit ob-
servable Rowhammer-induced bit flips. All systems are deployed in institutional
computer rooms, representing a realistic operating environment, and equipped
with Intel CPUs and DDR4 DRAM hardware (see Table7 as existing Rowham-
mer tools have been shown to operate reliably in this setting [11]. We further as-
sume that system configurations and components remain unchanged, since even
transferring a DIMM between machines can alter Rowhammer behavior [42].

Table 1. Hardware specification of the systems involved in the experiments.

ID CPU Memory Configuration Affected Total
So1 i9-10900K  1x 1Rx16 (8 GiB) DDR4 2400 1 1
So2 — Sa27  i7-8700 2x 1Rx16 (8 GiB) DDR4 2666 26 30
Sog — S4sa  i7-8700 2x 2Rx16 (16 GiB) DDR4 2666 17 23

All experiments are conducted in a Linux-based environment booted from an
external USB drive. We use an adapted version of the FlippyRAM Rowhammer
software |11], which includes AMDRE [43], TRRespass RE [14], and Dare |20] for
the DRAM address-mapping reverse-engineering. All Rowhammer tools are dis-
abled except Blacksmith [12], which demonstrates strong performance on DDR4
DRAM [11]. Tt is executed for 300s to verify correct operation without introduc-
ing additional overhead. Blacksmith induces bit flips in memory by repeatedly
accessing rows in non-uniform, complex patterns. It first identifies effective row
access patterns and then hammers these rows to create electrical interference in
adjacent rows, thereby triggering bit flips.

3.2 Methodology

For each system, we first determine suitable Rowhammer access patterns and
corresponding DRAM address mappings using the reverse-engineering tools de-
scribed in Section We then run Blacksmith in fuzzing mode and select the
first pattern that produces at least 500(E| bit flips.

Next, we repeatedly execute Blacksmith in sweeping mode with the selected
pattern and record all observed bit-flip metadata for analysis. This includes:

2 Based on a pretest showing that approximately 10 % of bit flips from a single sweep
remain stable across 20 runs, consistent with prior work [5} {7].
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addr, the virtual addres&ﬂ; bitmask, indicating which bits flipped within the byte;
data, the value read after the Rowhammer execution; dram_addr, the correspond-
ing DRAM location (bank, row, and column); and observed_at, a timestamp of
the bit flip occurrence.

Due to operational constraints, all experiments were conducted during week-
ends, yielding an execution window of approximately 52 h. Because systems vary
in their susceptibility to Rowhammer, we performed between 5 to 151 sweeping
runs per system, averaging 67 measurements per device.

3.3 Large-Scale Rowhammer Evaluation

Heckel et al. [11] performed a large-scale study on Rowhammer susceptibility
using 1 006 datasets from 822 unique systems. They report 27.8 % of the datasets
being susceptible, considering only those for which addressing function reverse-
engineering worked. They hypothesized that the actual susceptibility is higher
and show that longer testing leads to more accurate detection of affected systems.
Their [11] results reveal that Blacksmith [12] is the tool with the best results on
systems with DDR4 DRAM and is 10 times more effective at finding susceptible
systems than the second-best tool, Rowpress [15]. They also show that out of
126 datasets affected in total, 123 were Intel CPUs. So, Blacksmith yields good
results on systems with Intel CPUs and DDR4 DRAM.

Using our experimental setup, we verify their hypothesis on a smaller scale,
involving 54 systems from two computer rooms at our institution. In one room,
there are 30 systems, and in the other room, there are 23 systems as described
in Section 3] All systems have Intel CPUs and DDR4 DRAM, so we decided to
use Blacksmith as it yields good results on this kind of hardware [12] We run
Blacksmith over a whole weekend (a significantly longer time frame than in the
large-scale study of Heckel et al. |[11], which ran 7 Rowhammer tools and split
the total runtime equally among them). We show that the susceptibility is signif-
icantly higher as the 27.8 % identified in the large-scale study: We identify 44 of
54 tested systems (81 %) to be susceptible to Rowhammer using the FlippyRAM
framework with some minor adjustments described above.

4 Rowhammer-based PUF Constructions

This section introduces several existing and novel (marked below with *) RH-
PUPF constructions, and then evaluates their properties. For each system, we split
collected Blacksmith sweeping runs (measurements) into a training set (20 %),
from which a reference response is derived using majority voting, and a testing
set (80%), which is used for response reproduction. To avoid trivial all-zero
responses caused by flip sparsity, we select for each system a continuous 2 KiB
Best Memory Region (BMR) that exhibits the highest number of bit flips in the
training set. Finally, the challenges for all RH-PUFs in this section include the
Rowhammer pattern used and the corresponding most effective address mapping.

3 The 1GiB hugepage is mapped to the virtual address 0x2000000000, so the offset
can be calculated by substracting that address from the value of the addr field.
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4.1 RH-PUF Constructions

All RH-PUF's described in this section are illustrated in Appendix A (Figure[5)).

(I) Bitmask Snapshot is based on the work of Schaller et al. [5]. In this RH-
PUF, the challenge corresponds to a memory region, specifically, the BM R in
our case. The response is constructed from the bitmasks associated with each
address within this region. However, due to the sparsity of Rowhammer-induced
bit flips, most bitmasks are 0x00, which biases the response toward zeros.

(I1I) Affected Addresses uses as a challenge the set of addresses that exhibit bit
flips [§]. The response encodes each bit-flip location by its bank (bb), row (rrrr),
and column (ccee), yielding a 40-bit response segment per address. However,
because Blacksmith hammers only a single bank, the bank encoding repeats
across the response, which significantly reduces its entropy.

(IIT*) Affected Bitmasks. To improve the characteristics of the Bitmask Snap-
shot approach [5], we propose a variant in which the challenge includes only
addresses that exhibit stable bit flips. Accordingly, the response contains only
non-empty bitmasks. Although scanning the full memory can yield thousands
of candidate flips, we restrict the response size to 2 KiB by using the first 2048
affected bitmasks. This approach improves bit balance and entropy compared to
the original method; however, bit flips remain sparse, as typically only a single
bit flip per byte, leaving most response bits at zero.

(IV*) Affected Addresses Short is a variation of the Affected Addresses method
[8]. To mitigate the limitation caused by the repeated bank encoding in the orig-
inal approach response, we encode each bit-flip location using only the row and
column components (rrrr ccce). As a result, each challenge address corresponds
to a 32-bit response segment. This modification removes the explicit bank pat-
tern and improves both entropy and bit balance.

(V*) Flip Exzistence. We propose an approach based on binary information
indicating whether a bit flip occurred at a specific address. The challenge is a
memory region, specifically BM R. The response consists of bits denoting the
presence (1) or absence (0) of a flip in each byte of the region. Compared to the
Bitmask Snapshot approach, this compression improves entropy and bit balance
but yields shorter responses.

(VI*) Flip Combo (Existence and Direction). Another novel approach con-
siders not only the presence of bit flips but also their direction. The challenge
corresponds to a memory region, specifically the BM R. The response encodes
each address in this region using a 2-bit code: 00 if no bit flip occurred, 10 if a flip
from 1 to 0 occurred, and 11 if a flip from 0 to 1 occurred. Although Blacksmith
does not explicitly report the flip direction, it can be derived by computing the
bitmask & data.

(VII*) Flip Direction relies solely on the direction of bit flips. The challenge
is the list of addresses at which bit flips occur stably, and the response is the list
of flip directions at each address: 0 for a flip from 1 to 0, and 1 for a flip from
0 to 1, resulting in one response bit per byte. As both flip directions occur with
similar frequency [6], responses are well balanced, but their length varies across
systems and may be limited when few stable flips are available.
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Fig. 1. Average results of reliability metrics for responses derived from different RH-
PUF constructions: (I) Bitmask Snapshot, (II) Affected Addresses, (I11*) Affected Bit-
masks, (IV¥) Affected Addresses Short, Flip (V*) Existence/ (VI*) Combo / (VII¥)
Direction across evaluated systems. Error bars indicate 99 % confidence intervals.

4.2 Evaluation of RH-PUFs

Using the collected experimental data, we implemented each RH-PUF typeE on
all available systems that we described in Section[3.1]and evaluated the following
properties: reliability, uniqueness, uniformity and entropy.

Reliability measures how consistently a system reproduces the same response
for an identical challenge . We assess reliability by comparing reproduced
responses to a reference using four metrics: fractional intra-device Hamming
Distance (HDjptra, ideal value: 0), which represents the fraction of differing
bits; intra-device Jaccard Index (JI;pirq, ideal value: 1), which captures the con-
sistency of flipped addresses; intra-device Dice-Sprensen Coefficient (DSCintra,
ideal value: 1), which places greater weight on matches and is less sensitive to
sparsity ; and intra-device Cosine Similarity (Cosintra, ideal value: 1), which
measures angular similarity rather than direct set overlap [45]. Figure [1] sum-
marizes the average results across all evaluated systems. In general, HD,,trq
remains low and close to 0, especially for zero-dominated responses ((I) Bitmask
Snapshot , Flip (V*) Existence/(VI*) Combo). Although other constructions ex-
hibit slightly higher H D;,+,, values, these remain correctable with appropriate
ECC schemes , albeit at the cost of increased overhead as instability grows.
In contrast, JI;,¢r, indicates high instability of the observed bit flips in sparse-
response constructions, while the remaining approaches exhibit only moderate
stability (0.3 to 0.6), confirming previous findings that RH-PUF's can be inher-
ently unstable. DSCj,+rq, being less sensitive to sparsity, highlights this contrast
more clearly. Cos;nirq follows the same trend but yields slightly higher values,
as it captures proportional overlap rather than absolute bit matches.

Uniqueness measures how well responses from different systems can be distin-
guished under the same challenge . We evaluate uniqueness by applying each
system’s reference challenge to all other systems and comparing the resulting
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Fig. 2. Average uniqueness, uniformity and entropy of responses derived from different
RH-PUF constructions: (I) Bitmask Snapshot, (II) Affected Addresses, (IIT*) Affected
Bitmasks, (IV*) Affected Addresses Short, Flip (V*) Existence/ (VI*) Combo / (VII¥*)
Direction across evaluated systems. The error bars depict 99 % confidence intervals.

responses using the same metrics as for reliability, but in an inter-device set-
ting. The inter-device Hamming Distance (H Dinter) ideally should approach
0.5. However, as shown in Figure [2| (I) Bitmask Snapshot and Flip (V*) Ex-
istence/(VI*) Combo exhibit HD;ner = 0, indicating very poor uniqueness,
as their responses are dominated by zero bits and are therefore nearly iden-
tical across systems. Affected (II) Addresses/(IIT*) Bitmasks/(IV*) Addresses
Short perform slightly better but remain insufficient for reliable fingerprinting,
while (VIT*) Flip Direction shows the highest uniqueness with H Djyter = 0.47,
producing well-distinguishable responses across systems. DSCipter, J Linter, and
Cos;nter are omitted because they emphasize overlap of set bits. In sparse RH-
PUF responses, where ones are rare, these metrics are dominated by 1-bit in-
tersections and do not capture full-response uniqueness. In contrast, HD;,er
accounts for mismathces across all bit positions.

Uniformity €& Entropy. Uniformity measures how balanced a response is, i.e.,
the ratio of zeros to ones, which ideally approaches 0.5 . For RH-PUFs, how-
ever, uniformity primarily reflects the sparsity of Rowhammer-induced bit flips.
Naturally occurring responses, such as full memory snapshots, are heavily biased
toward zero and exhibit uniformity close to zero. We therefore report uniformity
for completeness and complement it with an entropy metric that quantifies bit
unpredictability . Figure |2[ summarizes the results. We evaluate uniformity
using fractional Hamming Weight (HW') and entropy Shannon entropy (H).
(I) Bitmask Snapshot and Flip (V*) Existence/(VI*) Combo show near-zero
uniformity that is thus indistinguishable in the plot. (III*) Affected Bitmasks
improves uniformity to 0.12 on average but remains far from the ideal. (IT) Af-
fected Addresses (0.34) performs better and is slightly outperformed by (IV*)
Affected Addresses Short (0.37), while (VII*) Flip Direction achieves the highest
uniformity, reaching HW = 0.47. Entropy follows a similar trend: the sparsity-
dominated approaches (I,V* VI*) exhibit near-zero entropy, whereas (IIT*) Af-
fected Bitmasks reaches 0.54, and the remaining approaches exceed 0.9.

Summary. Our evaluation of the implemented RH-PUF's shows that some con-
structions, e. g., Affected (II) Addresses/(III*) Bitmasks, and (VII*) Flip Direc-
tion, achieve near-ideal uniformity, high entropy, and response lengths aligned
with cryptographic keys security recommendations . Most constructions also
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achieve reasonable uniqueness, although some ((I) Bitmask Snapshot, Flip (V*)
Existence/ (VI*) Combo) consistently underperform, while (VII*) Flip Direction
shows the strongest overall results.

RH-PUFs exhibit an inherent trade-off between security and reliability. Con-
structions based on only flipped addresses improve reproducibility but may leak
structural information, such as the approximate flip density, which increases the
likelihood of partially guessing responses. In contrast, approaches that derive
responses from memory regions provide higher entropy at the cost of increased
instability. This instability can be mitigated using appropriate ECC schemes
(e.g., typical for PUFs Bose-Chaudhuri-Hocquenghem (BCH) codes [48], 49]),
albeit with additional resource overhead. Furthermore, the use of Blacksmith in-
troduces potential information leakage due to predictable access patterns, which
allows an adversary to infer pre-Rowhammer memory values and estimate likely
flip directions (e.g., 0x01 has one possible 1 — 0 flip but seven possible 0 — 1
flips) [6], thereby reducing response entropy.

Overall, the choice of RH-PUF design should balance reliability and security
requirements and be tailored to the target system and application.

5 DRAmMmGON

Traditionally, PUFs are used as a source of deterministic randomness to derive
device-specific fingerprints or keys that are stable per device yet unpredictable.
In contrast, we explore the potential of using PUFs not to generate keys, but
to store already existing ones. We introduce DRAmGON, an unconventional
approach that employs RH-PUFs not as a randomness source but as a persis-
tent storage for arbitrarily chosen keys, enabling permanent storage in volatile
DRAM. The key itself can be generated using any suitable mechanism, such
as a cryptographically secure pseudorandom number generator. We construct
challenges that reproduce the desired key as the concatenation of responses on a
specific device while yielding different responses on other devices. Furthermore,
our approach supports encoding multiple key—challenge pairs on a single device,
allowing different keys to be stored for distinct services or providers.

In DRAmMGON, the intrinsic quality metrics of raw PUF responses are of
secondary importance, since the key—challenge mapping is constructed explicitly.
Instead, the critical factors are the achievable response length and the stability
of the underlying bit flips, which determine whether a key of the desired length
can be encoded and reliably reconstructed. For this reason, DRAmGON employs
the (V*) Flip Existence RH-PUF, as it yields the shortest responses while still
exhibiting sufficiently good H D,y ter- This makes it well-suited for demonstrating
the feasibility of our approach, even under challenging edge-case conditions.

5.1 DRAmMGON Encoding based on RH-PUF

Our approach is based on byte offsets within the 1 GiB hugepage mapped by
Blacksmith [12]. These offsets are treated as addresses, since Blacksmith maps
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the hugepage to the same virtual address on each run. We use 20% of the
sweeping runs to identify the most stable bit flips. The stability of a specific
address is defined as the number of runs in which a bit flip occurred at that
address across all runs used for construction. Next, we encode the key by selecting
offsets (addresses) based on the bits of the key to be stored:

— Key bit is “1”: The offset with the highest possible stability.
— Key bit is “0”: A random offset at which no bit flip occurred, ensuring it
follows the distribution of addresses encoding a one.

The selection of addresses must prevent an adversary from inferring whether
a bit flip occurred at a given address. Systems use linear DRAM addressing
functions that are similar across devices (i.e., there is a limited set of possible
functions). Since we use only the most effective mapping for the sweeping runs,
Blacksmith effectively hammers only a single DRAM bank, so all bit flips are
on that bank. Therefore, the addresses encoding zeroes have to be chosen in a
way that is on the same DRAM bank that was hammered and, therefore, on the
same bank that contains the addresses encoding ones.

To avoid peaks in the distribution of addresses, which may occur when ad-
dresses of stable bit flips are close together, we use a Monte Carlo simulation
to generate random addresses for encoding zeroes. First, we select all addresses
used for encoding ones and sort them by address. Then, we iterate over the list of
addresses and calculate the ranges between the last flipped offset and the current
offset. Additionally, we define two ranges: one between the minimum address in
the area and the address of the first bit flip, and another between the address
of the last bit flip and the maximum address in the area. For each of these
ranges, we calculate its width and assign a probability by dividing the width of
the smallest range by that of the current range, so that smaller ranges receive
higher probabilities. We then generate two random numbers: one is an address
between the maximum and minimum addresses of the range (constrained to re-
main within the same bank), and one representing a probability value between 0
and 1. We identify the range in which the random address lies and compare the
generated probability value with the assigned one for that range. An address is
added only if the generated probability is less than or equal to the range’s as-
signed probability. On average, the Monte-Carlo approach for address selection
takes 1.81s. The total construction of the PUF challenge takes 1.84 s in average.

5.2 Experimental Evaluation of DRAMGON

For all results presented in this section, we encode a random 256 bit key using
20% of the measurements for challenge construction. We were unable to gen-
erate the required offsets on systems S3p, S31, and S4; due to insufficient bit
flips during sweeping. Although configured identically to other systems, their
Rowhammer susceptibility differs, so they were excluded from the evaluation.
To prevent information leakage via the challenge addresses, we use a Monte
Carlo simulation to ensure that the distributions of addresses encoding 0 and 1
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are similar. We then apply a Mann—Whitney U test to assess whether these two
distributions are statistically indistinguishable across all systems (see Figure [3)).

We specify an alpha value of 0.05; thus, the value of 0.038 observed on Syg
falls below this threshold, while all other values exceed it. To address the issue
of multiple comparisons, we apply a Holm-Bonferroni correction, with which all
p-values are greater than 0.05. Therefore, the distributions of addresses encoding
a 1 and those encoding a 0 are sufficiently similar, preventing an adversary from
inferring the stored value at a given address based on the address itself.

Next, we verify that addresses at specific offsets do not exhibit a bias towards
encoding 1 or 0. First, we sort all addresses used in a challenge by their value.
Then, we generate 10 challenges per system, yielding a total of 410 responses,
which we compile into a single list. For each offset, we count the number of
ones and compute the fraction, which should ideally be approximately 50 %.
The results presented in Figure [4] show that a total of 9 out of 256 bits (3.52 %)
are below 45 % or above 55 %, so 94.48 % are within 50 % = 5%. The first and
last offsets tend to encode a 0 in 63 % or 62 % of the cases, which happens due
to the distribution of zeroes generated by the Monte Carlo simulation. While
it might be possible to specify additional regions with specific probabilities to
achieve a more uniform distribution of ones and zeroes at the first and last
offsets, such parameters may not generalize across systems, e. g., other systems
may still exhibit bias. Therefore, we recommend generating responses with n+ 2
bits and removing the smallest and largest addresses from the challenge.

We also analyze the uniqueness of DRAmGON by computing the average
inter-device fractional Hamming Distance H Dy, between the key and re-
sponses generated on other systems across all measurements (see Figure . The
observed average H D;per is 0.5, matching the ideal value and indicating that
applying the same challenge to different systems yields statistically independent
responses. Consequently, the encoded key cannot be reproduced on other devices,
even when they share the same hardware configuration.

To evaluate the reliability of DRAmGON, we compute the average intra-
device fractional Hamming Distance (HDjptrq) between the encoded key and
the reproduced responses for each system across all measurements (see Figure [4)).
According to Shannon’s noisy-channel coding theorem, an average H D, 4q Of
0.2 is correctable with suitable ECCs. Across the 41 evaluated systems, 15 (37 %)
exceed this threshold. When relaxing the bound to 0.25, only 4 systems (10 %)
remain above it. These results indicate the need for pre-processing of RH-PUF
responses prior to applying DRAmGON, particularly through ECC.
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Fig. 4. Fractional Hamming Weight for each offset over 10 generation runs and average
fractional intra-/inter-device Hamming Distances between the encoded key and the
responses of all measurements on a specific system.

Here, we face a trade-off between security and reliability. The used RH-PUF
construction is highly secure by design, but exhibits relatively low reliability,
with error rates of up to 18 % on average. Thus, it is required to use ECC
before applying DRAmGONEl Although the observed error rate is correctable,
it demands more resources compared to lower error rates (e.g., below 10 %).
Therefore, the choice of error correction scheme may vary depending on the
system, ranging from simpler to more complex constructions.

For our scenario, suitable options include BCH, Low-Density Parity-Check,
or concatenated codes. On average, coorecting a 256-bit key requires three re-
dundancy bits per input bit, resulting in an initial response of around 1 Kbit.
This requirement is easily met, as all our RH-PUFs produce at least 5000 bit
flips. Additionally, ECC introduces helper data of similar magnitude =~ 1 Kbit,
which is public and used for key reconstruction. This is roughly twice the amount
required for 10 % error rates; however, given the use of desktop systems, the re-
sulting overhead remains negligible.

5.3 Discussion

This section discusses the security, performans and limitations of DRAmGON.

Adversary Model. We consider an adversary whose objective is to predict the
cryptographic key encoded using DRAmGON. The adversary is assumed to know
all public parameters, including the encoding scheme, challenge and helper data
for used ECC. While unprivileged code execution on the system is possible, the
adversary cannot access the hugepage memory region used by Blacksmith. Inva-
sive physical attacks and denial-of-service attacks are out of scope; consequently,
the adversary has no physical access to the target system, cannot modify hard-
ware or firmware, and cannot replace DRAM modules.

3 Unlike conventional PUF-based systems, DRAmGON does not require a full fuzzy
extractor, as only error correction is needed.
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Security. Under the assumed model, an adversary may execute unprivileged
code on the system and, in principle, invoke Blacksmith. However, successful key
reconstruction requires access to the specific 1 GiB hugepage initially allocated
by Blacksmith. Identifying or accessing this hugepage without root privileges
is infeasible within a limited time window unless the adversary is present from
system initialization. However, such a scenario would invalidate most security
guarantees and is therefore explicitly excluded from our model. Additionally,
available access to the helper data used for ECC does not benefit the adversary,
as it is designed not to reveal any sensitive information about the key.
DRAmMGON is a key-storage mechanism rather than a security protocol. In a
naive protocol design, an adversary guesses key bits by modifying challenge ad-
dresses and observing unchanged responses, which would likely indicate encoded
zeros. Such inference attacks can be prevented by embedding DRAmMGON in a
secure protocol, e. g., using the reconstructed key with authenticated encryption
(AES-GCM) over structured data and sequence numbers. Any decryption or
freshness failure results in no response, preventing leakage of key information.

Performance. Time Overhead. We use an unmodified version of Blacksmith [12]
that does not require root privileges beyond the initial 1 GiB hugepage allocation.
After fuzzing, we perform sweeping runs with the most effective pattern; a full
sweep takes 38.54 min on average (2.3 s per pattern replay over 1024 locations).
Restricting execution to only challenge locations reduces the time for generating
256 encoded bits with DRAmMGON to =4.8 min. Further speedups would require
low-level system access or DRAM modifications (e.g., disabling refresh), which
are impractical and may compromise system security. As this work presents
a proof of concept, we focus on feasibility rather than runtime optimization;
performance improvements are left for future work.

Memory Overhead. DRAmMGON requires approximately 125.7 MB per sys-
tem on average, including 1.2 KiB for challenge (256-bit key), 1 Kbit for ECC
helper data, and Blacksmith-related primitives (e.g., Rowhammer patterns and
configuration data). This overhead is negligible for modern desktop systems.

Limitations. The main concern is the application scale of DRAMGON, as not all
systems are sufficiently susceptible to Rowhammer and some exhibit reliability
issues. However, susceptibility may improve with deeper system access (e.g.,
firmware level, vendor support), and reliability can be mitigated using ECC. It
is important to emphasize that DRAmMGON is a proof of concept for persistent
key storage in volatile memory and should be viewed as an initial feasibility
demonstration rather than a fully deployable solution. The concept can also be
extended to more stable PUFs, such as SRAM PUFs.

The number of keys that can be encoded with DRAmGON is inherently
limited. To prevent key cross-inference between services, challenges must not
reuse memory addresses, which bounds the total number of keys due to the finite
number of reliable Rowhammer-induced bit flips. More generally, DRAmGON is
applicable only to systems with sufficient Rowhammer susceptibility to provide
enough stable bit flips for the desired key lengths.
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Long-term stability of DRAmGON may raise concerns. Accelerated aging
studies indicate that DRAM remains stable for at least 1-2 years, while its
susceptibility to Rowhammer increases, allowing bit flips to be induced faster [50,
51]. At the same time, bit-flip patterns remain relatively stable over time [5] |7}
41). This suggests that DRAmGON remains stable over similar periods, although
reconfiguration may be required over longer lifetimes if ECC limits are exceeded.

Finally, temperature variations can affect DRAmGON. Prior works [5, |7
show that variations within ~ 10°C have negligible impact on bit-flip behavior;
thus, for indoor deployments, DRAmGON can be considered stable. In contrast,
extreme variations (e.g., £250°C), such as in aviation, significantly impact stabil-
ity. Nevertheless; DRAmGON remains applicable with adaptations, e.g., using
different ECC helper data for different temperatures (30-40°C, 40-50°C, etc.).
The overhead is minimal, as each helper data typically is less then 1 Kbit.

6 Related Work

The first use of Rowhammer for security was presented by Schaller et al. [5],
who leveraged Rowhammer-induced bit flips to generate a unique device finger-
print, i.e., PUF. In their design, the initial PUF address and size, data pattern,
measurement time, and Rowhammer type form a challenge, while the selected
rows serve as a response. Implementation on DDR2 demonstrated good unique-
ness, robustness, and entropy, with flip rates increasing at higher temperatures
while remaining stable under fixed conditions. Anagnostopoulos et al. [7] later
confirmed these findings across a wider temperature range.

Li et al. [8] proposed FPHammer, a DRAM-based device identification frame-
work. They use the PUF address, rowhammer, and data patterns, and measure-
ment time as a challenge and derive the response from the locations of bit flips
encoded by bank, row, and column indices. Using DDR4 systems and a many-
sided access pattern [14], they show good uniqueness and reliability, with the
most stable fingerprints obtained after approximately 257s of Rowhammering.

Gerlach et al. [9] evaluated RH-PUF's using Blacksmith on various combina-
tions of four machines, and 10 DIMMs, showing that bit flip patterns vary across
runs and hardware, and require ECC to achieve sufficient reliability to be used
for PUF. Thereby, they confirm the conclusions of previous studies.

Mechelinck et al. [10] proposed GlueZilla, which uses Rowhammer-induced
bit flips to bind software execution to specific hardware. By placing control-flow
“junction” instructions at known vulnerable memory locations, the program be-
haves correctly only on the target device; on non-target hardware, where the bit
flips are not reliably reproduced, execution follows an alternative, semantically
benign path. GlueZilla increases runtime by up to 16 % and code size by 185 %.

Venugopalan et al. [41] propose FP-Rowhammer, a DRAM-based device fin-
gerprinting approachﬁ The challenge contains the Rowhammer pattern and

4 Although the authors do not explicitly frame the FP-Rowhammer method as a PUF,
it can be interpreted in PUF terminology, as it conceptually serves the same purpose.
This alignment enables consistent comparison with other works in this study.
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hammered memory chunks, while the response is the probability distribution
of bit flips across these chunks. FP-Rowhammer shows that each memory chunk
exhibits stable, high-entropy flip distributions on DDR4, enabling reliable finger-
printing. The authors also investigate the DIMM re-seating scenario, observing
reduced reliability but no impact from temperature variations.

Fischer et al. [42] propose a RH-PUF in which hammering patterns and
targeted memory regions form the challenge, while statistical summaries of the
resulting bitflip patterns serve as the response. Evaluation on DDR4 modules
shows high uniqueness and reproducibility, with responses differing even across
systems using identical DIMMSs, indicating that Rowhammer behavior depends
on the interaction between DRAM and the memory controller. This demon-
strates that the RH-PUF's are resistant to cloning via DIMM replacement. The
authors further employ Mahalanobis distance to account for noise, achieving
higher identification accuracy than with the Jaccard index.

Table 2]shows the summary of the reviewed literature. Most studies, including
ours, evaluate RH-PUF's on desktop systems &) with DDR3 |10] or DDR4 [8H10}
41| 42] (mm), while some research used PandaBoards (&) with DDR2 [5 [7].

Number of evaluated DIMMs (#==) includes only those affected by Rowham-
mer. Most studies used fewer than 10 items [5} [7H10|. Fischer et al. [42] analyzed
22 systems, while Venugopalan et al. [41] evaluated up to 98 DIMMs (36 for
entropy, 98 for uniqueness and reliability, and 10 for stability). In contrast, our
study reports results for 44 systems, exceeding the scale of most prior work.

Regarding the Rowhammer pattern used (), roughly half of the studies
employed n-sided hammering [5, |7, 8} /10], whereas the other half, including our
work, used multi-sided |41} [42] or non-uniform [9} |41} 42] patterns.

Time characteristics (@) are often omitted [9, [L0L |42] or treated differently:
early works used fixed durations [5, 7], while later studies optimize the trade-off
between speed and stability [8] or minimize response extraction time [41]. In this
work, we focus on security properties and DRAmGON feasibility, and therefore
do not optimize runtime, but briefly discuss it in Section

The number of measurements per device (#u) varies widely across studies,
with most prior work using fewer than 20. In contrast, we collected between 5
and 151 measurements per device, averaging 67.

Most works evaluate PUF properties such uniqueness (@) and reliability (&)
using Jaccard Indexes and occasionally Mahalanobis distance [42]; some also
consider temperature sensitivity (8) [5, |7, 41] or response entropy (®a) [5} |7} [41].
In contrast, we additionally use Hamming Distance, Dice-Sgrensen, and Cosine
Similarity, and assess uniformity via Hamming Weight and Shannon entropy,
enabling a more comprehensive evaluation of RH-PUF designs.

In summary, our work presents a comprehensive experimental study cov-
ering a wide range of evaluations, from large-scale system measurements to a
multifaceted analysis of PUF properties. In addition, we introduce several new
RH-PUF variants and the DRAmGON approach, which together clearly distin-
guish our work from existing ones.
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Table 2. Overview of existing works on Rowhammer-based PUF's.

Authors | Setup | Evaluation
% = #m > © #ulic »C @
Schaller et al. [5] (2017) ) 2 3 1/2 60/120s 20 |40-60 v v V
Anagnostopoulus et al. [7] (2018)| @ 2 4 1/2 60/120s 20 0-70 v v V
Li et al. [8] (2023) = 4 % 22 257s 10 - v -
Gerlach et al. [9] (2023) = 4 10 nu - 3 - v /-
Mechelinck et al. [10] (2024) E 3/4 >4 2 - 2 - - - -
Venugopalan et al. [41] (2025) = 4 >°98 ms/nu  5s 10 |15-40 v vV V
Fischer et al. [42] (2025) = 4 22 ms/nu - 10 - v /-
This paper ‘ = 44 nu - 67 ‘ - v v 7/

Setup: ¥3: Type of the platform (& - PandaBoard, 2 - PC); E&: Memory module (DDR(2/3/4));
HI®: Number of the evaluated modules (3 - the total number across evaluations with varying
sample sizes); Padl Rowhammering pattern (n - n-sided, ms - multi-sided, nu - non-uniform);
: Response exctraction time; #lM: Number of measurements; Evaluation: §: Temperature; f:
Uniqueness; & Reliability; €a: Entropy. The property is evaluated (v)/is not evaluated (—).

7 Conclusion and Future Work

In this paper, we present a deep-dive study of Rowhammer-based PUFs (RH-
PUFs). First, using the FlippyRAM framework [11], we found that 44 out of
54 systems (81 %) are Rowhammer-susceptible. This confirms that longer run-
times increase observed susceptibility and supports prior lower-bound estimates
of 27.8% (see Section [3.3). By focusing on Intel CPUs with DDR4 DRAM,
where Blacksmith [12] is effective, we observe substantially higher Rowhammer
prevalence than previously reported.

Then, we introduced five new RH-PUF constructions and evaluating them
alongside two existing approaches |5}, |8] on 44 Rowhammer-susceptible systems
(see Section . Despite the sparse and unstable bit flips, our results show that
carefully designed RH-PUFs can achieve sufficient reliability, uniformity, and
uniqueness for device fingerprinting and key generation.

As main contribution, we propose DRAmMGON, a novel approach that repur-
poses Rowhammer-induced bit-flip locations not as an entropy source, but as a
medium for persistent key encoding in a PUF-like challenge-response manner
(see Section , technically enabling persistent data storage in volatile mem-
ory. We evaluate DRAmMGON on 41 systems and show successful operation on
90 % of them. Furthermore, the results demonstrate that an encoded key can be
reconstructed only on the system for which the challenge was generated.

Future work includes improving RH-PUF stability, exploring new construc-
tions, mitigating current limitations of DRAmMGON (e.g., applicability, perfor-
mance, key length, and number of keys), and extending the concept to other
PUF types, such as SRAM PUFs.
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A Schematical Illustration of RH-PUF Constructions
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Fig. 5. RH-PUF constructions: (I) Bitmask Snapshot, Affected (II) Addresses/(I11*)
Bitmasks/(IV*) Addresses Short, Flip (V*) Existence/(VI*) Combo /(VII*) Direction.
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