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Abstract
Tor is a privacy-enhancing technology that enables anonymous
communication by leveraging onion routing. A client chooses a
path of three Tor relays, known as a circuit, and encrypts the traffic
for each relay in reverse order, sending it to the first relay. Each
relay knows only its predecessor and successor, unaware of the
entire circuit, thus enabling anonymous communication. Tor builds
the circuit telescopically, i. e., the first relay establishes a TCP con-
nection to the second, and the second establishes a TCP connection
to the third. However, Tor allows cross-circuit interference (CCI),
meaning that if two circuits share two consecutive relays, data
transmitted over the same TCP connection interferes with each
other.

In this paper, we demonstrate that CCI can be exploited as a
side channel to conduct an off-path (non-MitM) website finger-
printing attack. An attacker builds a two-hop circuit between a
shared link and measures the Round Trip Time (RTT), while the
victim browses on the same link, visiting different websites. That
creates a bottleneck, which reveals the website the victim was ac-
cessing. We conducted an open-world experiment and show that
an attacker can distinguish between monitored and unmonitored
websites, achieving an 𝐹1-score of 94.2 % in a single-class setup
and 63.2 % in a multi-class setup, where we differentiate between
all websites and unmonitored ones. Additionally, we conducted a
closed-world experiment with different exit relays on the Tor net-
work. We demonstrate that an attacker can achieve an 𝐹1-score of
up to 66.7 % when distinguishing the top 95 websites using only 150
traces per website. We also show that the security settings in the
Tor browser can be an effective countermeasure when set to safest,
reducing the 𝐹1-score to 1.2 %, but making web surfing unusable.

CCS Concepts
• Security and privacy→ Network security.
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1 Introduction
Onion routing is a technique for anonymizing networks that en-
crypts network trafficmultiple times and sends it through a network
via intermediate relays. Tor [13] is the most prominent anonymiza-
tion network that leverages onion routing with approximately
8 000 000 daily active clients [34]. Hereby, a client chooses a path
of three Tor relays (known as a circuit), e. g., 𝐴 ⇄ 𝐵 ⇄ 𝐶 , and
encrypts a message including routing information for each relay
in reverse order, i. e., 𝐶 , 𝐵, and then 𝐴. This mechanism ensures
that each relay knows only its predecessor and successor, without
awareness of the entire circuit.

Tor builds circuits telescopically, meaning 𝐴 builds a TCP con-
nection to 𝐵 and then 𝐵 builds a TCP connection to 𝐶 . If another
circuit builds a path, e. g., 𝐷 ⇄ 𝐵 ⇄ 𝐶 , the two circuits share a
link from e. g., 𝐵 ⇄ 𝐶 . In that case, the data goes over the same
TCP connection as before. This phenomenon is called cross-circuit
interference (CCI) [6, 40], and means that Tor multiplexes several
circuits, which correspond to separate communication channels,
over a single Transport Layer Security (TLS)-secured TCP con-
nection. Thereby, these multiple circuits can influence each other.
Alsabah and Goldberg [6] found out that CCI is one of Tor’s main
performance problems and still a problem today [40]. There are
many proposals [5, 7, 18, 46] from the research community to solve
this issue, and some of them have already been integrated into Tor,
e. g., Kernel Informed Socket Transport (KIST) [28, 31].

One threat against Tor are website fingerprinting (WF) attacks, in
which an attacker observes encrypted traffic [25] and infers which
websites were accessed, thereby breaking Tor’s anonymity. Previous
research [22, 41, 48, 49, 56] put the attacker in a Machine-in-the-
Middle (MitM) position, capturing encrypted Tor traffic together
with meta data, e. g., direction, number, and timing of transmitted
packets. Subsequently, the attacker trains a machine learning (ML)
classifier with this data and uses the resulting model to identify the
website a victim has accessed.
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Our paper presents a novel WF attack, in which the attacker
is off-path, i. e., not in an MitM position. Our attacker exploits
the CCI in Tor by building a two-hop circuit over a link that the
victim uses. The attacker sets up a Round Trip Time (RTT) echo
server somewhere on the Internet and sends small packets through
the shared link from Tor and measures the RTT fluctuation. If an
attacker has previously used the RTT fluctuation and trained an
ML classifier, the attacker can predict the website that the victim
has accessed. We evaluate this attack in different scenarios on the
live Tor network. To avoid measuring other Tor users, we discussed
our measurements with the Tor Research Safety Board (TRSB) [52]
and implemented multiple precautions.

We evaluate a realistic open-world scenario and show that an
adversary can distinguish between monitored and unmonitored
websites (single class) with an 𝐹1-score of 94.2 % and 63.2 % in a
multi-class setup in which we differentiate between all websites and
unmonitored. Furthermore, we evaluate a closed-world scenario
with this WF attack on three different exit nodes A, B and C with
different RTT baselines and achieved an 𝐹1-score of 42.4 % (75 web-
sites), 66.7 % (95 websites), and 14.6 % (90 websites), respectively.
Thus showing that our attack depends on the RTT baseline of the
exit nodes.

Contributions. In summary, our work makes the following
main contributions:

(1) We present a novel off-path side-channel attack on Tor, where
an adversary infers visited websites by measuring RTT fluc-
tuations on a shared link.

(2) We conducted an open-world experiment and achieved an
𝐹1-score of 94.2 % (single-class) and 63.2 % (multi-class), and
discuss the scalability of the attack across the Tor network,
highlighting both its potential impact.

(3) We demonstrate the attack on the live Tor network using a
closed-world scenario, achieving an 𝐹1-score up to 66.7 % on
the top 95 websites with only 150 traces per site.

(4) We show that setting the Tor Browser’s security levels to
safest effectivelymitigates our attack (𝐹1-score down to 1.2 %)
but makes surfing unusable, while showing that safer offers
little to no protection.

2 Background
This section gives an overview of Tor and CCI.

2.1 Tor
Figure 1 uses the example of Alice to show how to use the Tor
client Onion Proxy (OP) to send a message 𝑀 anonymously to a
website. Alice must first download a list of all Onion Router (OR)
descriptors from the Directory Authority (DA). This includes each
OR’s IP address, port number, public key and bandwidth capability.
In the second step, Alice selects 𝑛 ORs based on Tor’s path selection
algorithm, where 𝑛 is equal to 3. The algorithm selects ORs with
higher bandwidth capabilities more frequently.The path that results
from the selected OR is called a circuit. Alice first establishes a
link to the first OR by sending an EXTEND cell, then over the same
link, a second EXTEND cell to the second OR. This continues in a
telescope-like manner until the end. If a link between ORs is already
established, no new link is created. Alice creates several circuits

Entry Relay
𝑂𝑅1

Middle Relay
𝑂𝑅2

Exit Relay
𝑂𝑅3

Directory Au-
thority (DA)

Tor Ecosystem

Alice
website 1

𝑂𝑅1(𝑂𝑅2(𝑂𝑅3(𝑀
)))

𝑂𝑅
2 (𝑂𝑅

3 (𝑀))

𝑂𝑅 3
(𝑀
)

𝑀

Figure 1: Example of how Tor works. Alice’s Tor client first
contacts the Directory Authority (DA) to get a list of Onion
Routers (ORs).Then it encrypts her message𝑀 three times in
reverse order and sends it to the first Tor relay, also referred
to as the Tor entry relay. The straight green line contains
traffic that Tor encrypts, and the dotted red line is traffic that
might or might not be encrypted.

in advance to keep the performance up consistently. The ORs use
TLS to communicate with each other. Simultaneously, reliability
and in-order delivery are ensured. In the last step, the message
is encrypted in reverse order: Alice first encrypts the message 𝑀
for onion router 𝑂𝑅3 and then for onion router 𝑂𝑅2. This step
continues until onion router 𝑂𝑅1 is reached, resulting in an onion-
like encrypted message. Finally, this encrypted message can then be
sent over to onion router 𝑂𝑅1 where the first layer is decrypted and
then onion router 𝑂𝑅1 forwards the encrypted message to onion
router 𝑂𝑅2. This process continues until the message 𝑀 reaches
website 1. The response from website 1 is sent back to Alice in the
same way.

2.2 Cross-Circuit Interference (CCI)
CCI is a specialization of the head-of-line blocking (HolB) problem,
which arises when there is a single data queue and multiple receiver
queues. For example, when Alice creates a circuit from𝐴 ⇄ 𝐵 ⇄ 𝐶
and Bob, on the other hand, creates a circuit from 𝐷 ⇄ 𝐵 ⇄ 𝐶 ,
Alice and Bob share the link from 𝐵 ⇄ 𝐶 . This is called a shared
link, which is where CCI can happen. Tor’s cryptographic protocols
require reliable and in-order data delivery. Otherwise, the cells
cannot be decrypted correctly. For this reason, Tor multiplexes
multiple circuits, in our example, 𝐵 ⇄ 𝐶 , over a single TCP-based
TLS connection. When a packet from Bob is lost, the packets from
Alice also have to wait because they both share one congestion
window. How long Alice has to wait depends on the state of the
TCP congestion control, i. e., when the packet loss happens at a
slow start or in the congestion avoidance phase.

3 Threat Model
In our threat model, an attacker has the same access to the Tor
network as normal users; importantly, the attacker is not on the
network path and can only observe RTT fluctuations over a link,
e. g., between amiddle and exit relay. Our threat model is depicted in
Figure 2c. Users sent traffic through the network as they usually do.
By deploying multiple probes, an attacker could observe traffic over
monitored links (connections between middle and exit relays) and
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Figure 2: In a traditional WF attack (a), Mallory is in the position of Alice during the training phase and trains the ML model.
During the prediction phase, Mallory needs to be on-path, analyze traffic, and predict which website Alice has visited. In the
attack by Murdoch and Danezis [38] (b), the attacker controls a Tor relay and a website (corrupted server) and sends specific
patterns over that server, which are detectable by the RTT measurements. In our WF attack (c), Mallory is off-path for both
phases and builds a two-hop circuit with a specific middle and exit relay. During the training phase, Mallory collects RTT traces
between two relays while performing website accesses from Alice’s position. Mallory uses these traces to train an ML model.
To predict a website Alice visits, Mallory collects new RTT traces from Alice’s traffic and uses the ML model to predict the
websites Alice visits. In (d), our website fingerprinting attack measures the RTT fluctuations between guard and middle relay
instead of middle to exit relay.

identify that traffic through a a WF attack with a certain probability.
With our attack, an adversary can not directly identify a Tor user.
However, by knowing the starting time, duration, exit relay IP
address, and probable destination of the traffic, an attacker can use
such information in other attacks to shrink the anonymity set.

Additionally, by monitoring guard and middle links, an attacker
could also trace the path of a user through the network and use
the guard IP address as an additional attribute. For example, an
administrator of a local network might log network connections to
the Internet. With these logs, they can see that a user was connected
and sent some data to the Tor network at a particular time. If we
have a data source with the above attributes, and combine it with
these logs, we could deanonymize a user later on.

4 RTT-based Side-Channel Attack
We assume an off-path attacker (non-MitM) performing RTT mea-
surements between a middle and an exit relay to conduct a website
fingerprinting attack. When a victim uses these relays and surfs
to a website, the attacker can use the specific RTT fluctuations to
predict the website the victim was trying to reach.

4.1 Attack Approach
The attacker chooses a middle and exit relay in the Tor network
to observe and builds a two-hop circuit to the chosen relays. By
sending a network packet that includes a timestamp to an echo
server outside the Tor network, the attacker can measure the RTT
between itself and the echo server, including the chosen relays.
When the attacker does this repeatedly, they can measure RTT
fluctuations between these relays. Suppose now that a victim uses
Tor, and the Tor path selection algorithm selects the same relays
that the attacker monitors. That is possible, since Tor allows CCI
(see Section 2.2), i. e., multiple circuits over a single TCP connection.

Since it is a single TCP connection, the victim’s packets over this
link affect the attacker’s repeating RTT measurements. When the
attacker has trained an ML model on different websites and their
unique RTT fluctuations, they can run a WF attack on that link.

RTTMeasurement. Wemeasure the RTT by sending a TCP packet
every 10ms (100Hz) from the RTT client with the TCP option
TCP_NODELAY over a two-hop circuit to the RTT server. The two-
hop circuit reduces latency by removing one additional relay. The
content of this packet is a Unix Time Stamp denoted as 𝑇𝑆 encoded
as a 64-bit integer. We use the TCP option TCP_NODELAY to turn off
Nagle’s algorithm [39], which collects small packets and sends them
at once, potentially introducing additional latency. This TCP option
does not affect the middle and exit relay. When the RTT server
receives the packet, it just echoes it back. When the client receives
the packet, the attacker uses the current timestamp, denoted as 𝑇𝐶 ,
and computes the RTT by subtracting 𝑇𝑆 , i. e., 𝑅𝑇𝑇 = 𝑇𝐶 − 𝑇𝑆 .

ML Training and Prediction Phase. During the training phase,
the attacker also acts as the victim and browses different websites,
measuring the RTT. Every website creates unique RTT fluctuations
(see Figure 3), which the attacker uses to train an ML model. We use
a convolutional neural network (CNN) classifier for the training and
prediction. Since the RTT measurements in the traces do not arrive
at regular intervals, we resample them by doubling the sample
rate to achieve uniform spacing. With that, we do not lose any
information, because the actual sample rate is also slightly lower.
The traces are first truncated to a fixed length of traces to ensure
uniform input dimensions.

Afterward, we convert each trace into a Short-Time Fourier
Transform (STFT) spectrogram using a Hann window of length
equal to the sample rate. The window is moved over the data by
10 data points. Each spectrogram is given to the CNN. The CNN
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Figure 3: Sample RTT measurements for two websites under different scenarios. Shared means the middle and exit relays are
the same for the attacker and the victim. Unshared means both have the same middle relay but a different exit relay.

architecture consists of three convolutional blocks with 32, 64, and
128 filters, respectively, each followed by a max pooling layer and
a dropout layer for regularization. The feature maps are then flat-
tened and passed through two dense layers with 1024 and 512
neurons, followed by a final softmax classification layer. Training
uses categorical cross-entropy loss with the Adam optimizer and
early stopping with 300-epoch patience to prevent overfitting. We
used an 80/20 data split, i. e., we train with 80 % of the data and test
and predict with the remaining 20%. For more details about the
architecture of the ML model, we refer interested readers to Table 6
in the Appendix.

4.2 Distinctive RTT Fluctuation Pattern
Every website has a unique RTT fluctuation, which we use as a fin-
gerprint to identify it. In Figure 3, we show the RTT measurements
for three scenarios: no traffic, shared, and unshared. If both circuits
share the middle and exit relays, we denote that as shared ; if they
do not share the same exit relay, only the middle relay, we denote
that as unshared. The shared and unshared scenarios involve two
different website visits: en.wikipedia.org and www.twitch.tv.

The first diagram in Figure 3 shows the results without any traffic.
The RTT fluctuations without any traffic are constant except for
some outliers. In the shared scenario, the grey shaded area (striped)
shows a visit to en.wikipedia.org, and the lila shaded area (crossed)
shows a visit to www.twitch.tv. Both websites have unique RTT
fluctuations. Even in the unshared scenario, both websites remain
distinguishable, but the fluctuations are less pronounced.

5 Website Fingerprinting
This section describes our experimental setup and evaluates our
attack.

5.1 Experimental Setup
Initial measurements with Shadow [29] show that simulated traffic
over a relay can influence the RTT measurements. We wanted to
continue with Shadow, but since Shadow has multiple problems,
we did our measurements on the Tor network. We refer interested
readers to Section 6 in the Appendix for an detailed explanation.
However, we reached out to the TRSB [52] before and asked for

guidance on how to do measurements on the real network without
interfering with other users. We described this process in our ethics
section in Section 9.4 in more detail.

For our experimental setup, we rented a virtual server in Ger-
many with 2Gbit/s bandwidth capabilities and used that as our
middle relay. That step is not necessary for the attack, but it gives
us more control to avoid measuring RTT measurements from other
Tor users by accident. For that, we used two safety mechanisms:
First, we set MaxAdvertisedBandwidth to 38400, the lowest value pos-
sible. That makes it quite unlikely that the Tor’s path selection
algorithm chooses our relay. That configuration has no influence
on our measurements. Second, we set up a firewall that blocks all
traffic except from DAs servers, the prepared victim, and the at-
tacker. Traffic from DAs’ servers was necessary; otherwise, the DAs
would kick out our server from the consensus, and we could not
continue with our measurements. The TRSB [52] suggested the last
step. The firewall does not render the first step obsolete, because
our relay is still part of the consensus, and other Tor users could
still select it for a circuit; however, they then fail to build a circuit.
By setting the advertised bandwidth to the lowest value, we reduce
the likelihood that our relay gets chosen. The entire configuration
of our setup is presented in the Appendix, listed in Listing 1.

Figure 4 depicts an overview of our experimental setup for the
training phase. The attacker controls the RTT client, RTT server,
both Tor clients, and the browser setup. The browser setup uses the
Tor Browser Selenium project [3]. The RTT measurement and the
browser setup are located on the same server. Both setups do not
influence each other, because we are not bottleneck on the network
path, due to a 2Gbit/s connection. The attack by Gast et al. [17]
uses the bottleneck at the last mile and states that intermediate
connections have no influence on the RTT measurements. All Tor
relays under our control use version 0.4.8.14 (attacker) and 0.4.8.16
(browser).

Selection of Exit Relays. We selected three exit relays with dif-
ferent RTT baseline values for our measurements to test different
scenarios. Throughout the paper, we refer to the RTT baseline as
the average RTT observed when the victim generates no traffic. To
select the exit relays, we measured the RTT for every exit relay



Side Attack: Off-Path Website Fingerprinting via Cross-Circuit Interference in Tor WPES ’26, November 15–19, 2026, The Hague, Netherlands

� Tor Middle

�
� Tor Exit

� Website

� Tor Client

󰇴 RTT Server

󰇴 RTT Client

� Tor Client

� Browser

RTT- & Browser-Server

Alice

Mallory

Figure 4: The experimental setup for our side-channel attack.
The dashed green lines depict the victim’s communication.
The straight red lines depict the adversary’s communication.
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(around 2200) for 30 s. The relays with the lowest variation and RTT
on average also have the highest consensus weight.

We selected three exit relays, which we refer to as exit relaysA, B,
and C. To establish their baseline, we continuously measure the RTT
between our middle relay and an exit relay over a 5-minute interval.
At the same time, the victim remains idle, and then we compute
the arithmetic mean of all collected RTT traces. We selected the
exit relays in this way so that we have an exit relay with a short, a
medium, and a long RTT baseline. The attacker and the victim, and
the chosen exit relays were all in different Autonomous Systems
(ASs). The details for our chosen exit relays are listed in Table 1.

Tor Client Configuration and Website Sampling. We use the Tor
client configuration in Listing 2 for our fingerprinting attacks, both
for the RTT measurements (attacker) and the browsing setup (vic-
tim). To automate the Tor Browser, we used the Tor Browser Sele-
nium project [3], which automates the Tor Browser itself. Every
browser loads websites differently [36], so using Playwright, which

Table 1: Details of the chosen exit relays in ourmeasurements
with their RTT characteristics. All numerical values are in
milliseconds.

Exit Relay Country Avg. Var. Std. Err. Min. Max.

A Germany 13 75.21 0.052 3 259
B Germany 91 316.50 0.234 53 260
C Iceland 224 974.76 0.183 136 333

automates Chromium, gives us different results. For all our mea-
surements, we used our own middle relay. We visited the 150 most
visited websites from [53]. We iterated through the 150 most-visited
websites sequentially, rather than testing each website multiple
times. That process took around 158 h (≈ 6.5 d) for one measure-
ment.

Overall, we iterated the list 150 times, i. e., for every website,
we collected 150 traces. We wait for 30 s before continuing with
the next website. Since we are going through the list one after the
other, we took traces at different times, avoiding measuring special
conditions (e. g., congestion) multiple times. We save a screenshot
for each visit to ensure the website has downloaded completely.
After that, we removed websites that resulted in a 404 error, access
denied, a CAPTCHA that the user has to solve, or a empty website.
Also, we removed identical websites, e. g., amazon.com, amazon.de,
and, amazon.in and only kept one of these in our measurements. At
the end, we used 150 traces for 95 websites. Table 7 in the Appendix
shows all the tested websites.

To avoid additional stress on the Tor network, the victim does
not use a guard relay, i. e., it uses a two-hop circuit. However, in Sec-
tion 5.3, we evaluated a three-hop circuit to make sure that this also
works. Additionally, we turn off circuit-level [54] and connection-
level padding [55] for the attacker. Circuit-level padding [54] is only
active for onion service circuits in the setup phase. Connection-
level padding [55] is only active when the connection is idle and
only applies to the connection from the client to the guard relay, not
between relays. Both do not have an impact on our measurements
but they might have an impact in the future, therefore, we disable
them as a precaution. For all experiments, we use only one circuit
for the attacker and the victim, so traffic splitting (e. g., Conflux [4,
12, 21]) does not interfere with our measurements, as discussed in
Section 9.3.

5.2 Closed-world Scenario with Different Exit
Relays

The closed-world scenario defines that the victim can only visit a
predefined number of websites. The attacker tries to predict which
website the victim has accessed. We utilized three distinct exit
relays, labeled A, B, and C (see Table 1 for their characteristics).
We conducted these measurements to evaluate the effectiveness
of the attack in relation to the chosen exit relay. The A, B, and
C, demonstrated minimal variation in RTT, ensuring a consistent
comparison across the different exit relays. We conducted all closed-
world measurements with the standard security level. Because each
exit relay blocks a distinct set of websites, the number of websites
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Table 2: Prediction Results for the Exit Relays A, B, and C.

Exit Relay # of Websites TP FP Acc. [%] 𝐹1 [%]

A 75 932 1264 42.44 42.44
B 95 1891 942 66.75 66.75
C 90 392 2290 14.62 14.62

used during training differs for each relay. For a detailed view of
the websites associated with each relay, see Table 7.

To examine the results in detail, see Table 2 and Figure 6 for a
tabular and graphical comparison, respectively. Exit relay B demon-
strated the highest performance with an accuracy and 𝐹1-score of
66.75 %, correctly identifying 1891 true positives while maintaining
relatively low false positives (942) across 95 monitored websites. In
contrast, exit relay A achieved moderate performance with 42.44 %
accuracy when monitoring 75 websites, producing 932 true pos-
itives but suffering from a higher false positive rate (1264). Exit
relay C exhibited notably poor performance, despite monitoring
90 websites, achieving only 14.62 % accuracy with merely 392 true
positives, which were dominated by 2290 false positives. Our evalu-
ation of our WF attack across three different Tor exit relays reveals
variability in attack effectiveness.

One question that arises is why our attack’s effectiveness is
so different. Every exit relay has a different RTT baseline, which
influences the website visits. If the RTT baseline decreases, websites
load faster; if it increases, websites load slower. Due to this loading
behavior, the resulting RTT fluctuations are shrunk or stretched
in time. Therefore, an ML model trained on a low RTT baseline
cannot correctly predict websites from a high RTT baseline, or vice
versa. That means, the ML model is sensitive to the website loading
time. To correct that, we would need to train the model on many
different RTT baselines and other network conditions. However,
an attacker can easily rent servers close to the relay to achieve a
low RTT.

5.3 Influence of Real Scenario (Three-Hop)
In the previous measurements, the victim has used a two-hop circuit
instead of a three-hop circuit. Reason behind that was to avoid
additional stress on the Tor network and to keep the experimental
setup as simple as possible. However, Tor builds circuit with three
ORs by default. For this reason, we wanted to repeat our attack
while a victim uses a three-hop circuit to visit a website.

We used B relay as the exit for this experiment and used a
high‑consensus guard relay located in Germany. For each web-
site we collected 60 traces. Surprisingly, the three‑hop (guard →
middle → exit) 𝐹1 scorewas very close to the two‑hop (middle → exit)
𝐹1 score where we used 150 traces. Consequently, we hypothesize
that the three-hop circuit can achieve a higher score than a two‑hop
circuit using the same number of traces. Refer to Figure 10, which
illustrates the relationship between 𝐹1 and the number of traces
used. Figure 10 shows that as the number of traces increases during
classification, the 𝐹1 score also improves. In the three-hop exper-
iment with relay B as the exit relay, the results showed 729 true
positives (TP), 401 false positives (FP), with an accuracy of 64.41 %
and 𝐹1 score of 64.41 %.

5.4 Influence of the Security Levels of the Tor
Browser

In this section, we analyze which influence the different security
level of the Tor browser has on the RTT side-channel attack.

5.4.1 Security Levels in the Tor Browser. The Tor browser offers
three security levels with progressively stricter privacy protections,
namely Standard, Safer, and Safest. A screenshot of that setting is
depicted in Figure 7. The security level can only be set globally, not
per website. However, there is a possibility to define custom set-
tings which overrides the other security levels. Each security level
represents a trade-off between functionality and privacy protection,
with the Standard level providing maximum compatibility and the
Safest level offering enhanced security at the cost of reduced web-
site functionality. According to the Tor Browser manual [1], these
levels can be distinguished as follows:
Standard is the default setting in which the Tor Browser is deliv-

ered. In this setting, all website and Tor Browser features are
enabled. It offers the most functional browsing experience.

Safer turns off dangerous website features, which could reduce
its functionality. For example, JavaScript is disabled on all
websites that do not provide HTTPS. Additionally, some
fonts and math symbols are blocked, and HTML5 media
elements all become click-to-play, i. e., they are only loaded
once clicked.

Safest only allows static websites without dynamic content. That
means JavaScript is turned off for all websites by default.
Additionally, more fonts, icons, math symbols, and images
are blocked. The HTML5 media elements remain in the click-
to-play setting.

5.4.2 Experimental Setup. For all our measurements in this section,
we used our own middle relay, as described in Section 5.1, and as an
exit relay, we used relay B. We visited the 150 most visited websites
in [53] with the three different security levels, namely standard,
safer, and safest. As before, we iterated through the 150 most visited
websites sequentially instead of testing one website multiple times.

6 Problems with Shadow Measurements
Our first idea was to run Shadow simulations. We conducted our
first experiments in Shadow; our RTT measurements show appar-
ent differences, which indicate that our attack can be effective. The
problem is that if we download files of 1MiB to 2MiB to simu-
late downloading a website. We observe significant spikes in the
RTT measurements in Shadow, with a relative difference of around
200ms compared to the ground floor. In comparison, if we down-
load the Linux kernel over a Tor circuit in the real network and
measure the RTT, the difference is only around 20ms to 30ms to
the ground floor. Compare Figure 8 with Figure 3. The Unshared
(Middle)-scenario in Figure 8 can be compared toNo Traffic-scenario
in Figure 3, because we used an exit relay that has a high consensus
weight. With that, we should see constant RTT fluctuations, but
we do not. Thus, experiments in Shadow for our particular attack
do not reflect the real network.

Another reason is that we cannot reach the Internet and do
website fingerprint measurements in Shadow. However, Jansen et
al. [32] published Retracer in which the authors showed that website
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(a) Number of predictions for 75 websites
with the exit relay A. The overall 𝐹1 score
is 42.44%.
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(b) Number of predictions for 95 websites
with the exit relay B. The overall 𝐹1 score is
66.75%.
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(c) Number of predictions for 90 websites
with the exit relay C. The overall 𝐹1 score is
14.62%.
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(d) Standard security level with an overall
𝐹1 score of 66.75%.
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(e) Safer security level with an overall 𝐹1
score of 67.09%.
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(f) Safest security level with an overall 𝐹1-
score of 1.2 %.

Figure 6: Subfigure (a)–(c) shows the number of predictions for each website measured from our middle relay to exit relay A, B,
and C. Subfigure (d)–(f) shows the number of predictions for 95 websites with different security levels measured from our
middle relay to exit relay B. For all subfigures, the actual website is shown on the x axis, the website predicted by the model is
shown on the y axis.

Figure 7: Screenshot of the security level in the Tor Browser.
Users can change it in the settings menu under Bars Settings
Privacy & Security .

fingerprinting attacks can also be conducted in Shadow. However,
the authors did not publish the source code on purpose, since an
attacker could use Retracer to train a model to conduct real-world
attacks. Retracer focuses on a traditional website fingerprinting
attacker (see Figure 2a), while we focus on an off-path attacker (see
Figure 2c). Shadow does correctly model the packet and cell level,
which is necessary for traditional WF attacks, however it seems
not to model the side channel correctly. Later, we can use these
insights and incorporate them into Shadow.

7 Feasibility of Two-Hop RTT Measurements
We also investigated measuring RTT fluctuations from an alter-
native position: from the guard to the middle relay (fig. 2d). This
scenario is inherently unlikely because it requires the middle relay
to possess an exit flag to reach the attacker’s echo server, contra-
dicting standard path selection algorithms which typically assign
exit flags only to exit relays.

To quantify this limitation, we used SALSA [40] to generate 10
million circuits. We analyzed two specific configurations for a two-
hop attack where the attacker is unconstrained by path selection:

• Forward measurement: The attacker measures from guard
→ middle. This requires the middle relay to hold both Guard
and Exit flags.

• Reverse measurement: The attacker measures from guard
← middle. This requires the guard relay to hold both Guard
and Exit flags.

Our analysis reveals that only approximately 7.4 % of the gen-
erated circuits satisfy the requirements for the forward scenario,
and similarly, only 7.4 % satisfy the reverse scenario. Even when



WPES ’26, November 15–19, 2026, The Hague, Netherlands Mohamed Farrag Gad, Sebastian Pahl, Stefan Gast, Daniel Gruss, and Florian Adamsky

Unshared (Middle)

0

100

200

300

400
R

T
T

in
m

s

Unshared (Exit) Shared Shared PCTLS

RTT in ms

Figure 8: Shows the result of multiple Shadow simulations within four scenarios. We measure the RTT, while sending artificial
traffic between 1MiB and 2MiB with a spacing of 1 s to 10 s. Each scenario has a duration of 1min. Unshared (Middle) means
the middle relay is the same for the attacker and the victim. Unshared (Exit) means the exit relay is the same for the attacker
and the victim. Shared means the middle and exit relays are the same for the attacker and the victim. Shared PCTLS means the
middle and exit relays are the same for the attacker and the victim; however, all relays use Per-Circuit TCP-over-TLS [40].

combining these cases and accounting for overlap, the attacker
can only perform guard-to-middle measurements in 13.7 % of all
circuits. Consequently, the distribution of relay flags and path selec-
tion policies significantly restricts the viability of this attack vector.
Note that while we focused on two-hop circuits, an attacker could
theoretically utilize three-hop circuits, though this remains outside
the scope of our current investigation.

8 Influence of Noise to the Prediction
We investigate how stable the WF attack is against background
traffic, i. e., noise. Therefore, we repeated our measurements while
running background traffic. To generate background traffic, we
utilize TGen [19], which is configured by tornettools [51] to generate
realistic client traffic in Shadow [29] simulations. We configure one
TGen client for our experiments. We consider the following noise
configurations:

Shared is a configuration in which TGen runs on the same circuit
that the victim uses, i. e., (middle ⇄ exit).

Unshared is a configuration in which TGen shares only the middle
relay with the victim but has a different exit relay. We only
tested the middle relay; however, in our experiments with
Shadow (see Figure 8), the patterns were the same for the
exit relay, indicating that it would not make a significant
difference in the prediction.

For each configuration, we collected 75 traces. Using the exit re-
lay B model trained using the standard security level, we evaluated
its performance on both the shared and unshared traces. As antic-
ipated, the unshared scenario achieved the highest score with an
𝐹1-score of 41.69 %, whereas the shared scenario performed worse
with an 𝐹1-score of 10.72 %. In the shared case, the noise generated
by TGen influenced the RTT, making it difficult for the model to rec-
ognize the underlying pattern. Conversely, in the unshared case, we
observed no noticeable RTT distortion caused by the noise between
victim visits. The detailed results are shown in Table 3.

8.0.1 Results. Table 4 displays the results for each measurement
using each of the security levels and Figures 6d to 6f visualize the

Table 3: Performance of the exit relay B model under differ-
ent noise configurations.

Configuration TP FP Acc. [%] 𝐹1 [%]

Shared 145 1207 10.72 10.72
Unshared 587 821 41.69 41.69

Table 4: Prediction Results measured from our middle relay
to the exit relay B depending on different Security Levels.

Security Level TP FP Acc. [%] 𝐹1 [%]

Standard 1891 942 66.75 66.75
Safer 1906 935 67.09 67.09
Safest 33 2789 1.17 1.17

data for the security levels’ standard, safer, and safest, respectively.
On exit relay B, the safest security level neutralized the attack,
resulting in a very low classification 𝐹1 score of 1.2 %. The model
cannot distinguish between any classes; therefore, it assigns the
same class deterministically to every website. Because every class
is equally represented in the data, the 1.2 % is very close to random
guessing. This artifact can occur during the training of an ML classi-
fier. This reduction in effectiveness can be attributed to the security
level’s default JavaScript disabling and strict feature restrictions,
as documented in the Tor Browser manual [1]. Examination of
screenshots revealed widespread website functionality degradation,
with trace visualizations showing nearly identical RTT patterns
across all traces; essentially flat baselines with minimal variation.
Switching to the safest security level is a countermeasure against
our attack.

The safer security setting actually provided the highest attack
performance, slightly surpassing the standard setting. However,
the difference is minimal, indicating that switching from standard
to safer has no impact on the attack’s effectiveness. The taken
screenshots indicate that all websites loaded normally in the safer
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Table 5: Results for the open-world experiments for exit relay
A & B.

Exit Relay Monitored Unmonitored TP FP FN TN Pre. [%] Rec. [%] Acc. [%] 𝐹1 [%]
A 75 1878 1356 274 115 102 83.30 89.87 86.46 79
B 95 1896 906 58 65 321 93.98 93.31 93.64 90.9

setting. These findings highlight the interplay between the Tor
browser security configurations and the website fingerprinting
attack efficacy.

8.1 Results for the Open-World Scenario
What we have conducted until now is considered a closed-world
setting, where classification is limited to specific websites. However,
this scenario has been criticized as unrealistic [33, 43], because no
attacker can create an ML model with every website. Since then,
open-world scenario is seen as a more realistic attacker scenario. Ac-
cording to Panchenko et al. [41] there are two different fluctuations,
namely single-class and multi-class.

8.1.1 Single-Class Scenario. Single-class differentiates between
two sets of websites, namely monitored and unmonitored websites.
That scenario reflects a censor that does not care about specific
websites, but rather that someone has accessed a website from a
blocked list. We followed the methodology from Sirinam et al. [49]
and collected a dataset of unmonitored websites by visiting each
website once.We gathered thesewebsites from the same source used
for our monitored data [53], which provided up to 1000 websites,
and supplemented this with an additional 2000 websites from [2],
which lists the top 2000 visited websites in the US. After removing
duplicates and our original 150 monitored websites, we were left
with 2218 unmonitored websites; 1878 of them had one successful
visit from exit relay A, and 1896 had one successful visit from exit
relay B.

Note that this experiment was conducted solely at the standard
security level of the Tor browser. We performed binary classifica-
tion, labeling monitored traces as 1 and unmonitored traces as 0.
We trained the open-world model the same way as we trained the
closed-world model; by converting each trace into a spectrogram
and feeding them into a CNN. This experiment was conducted on
exit relay A and B. As noted in Section 5.2, the number of classes
(i. e., monitored websites) differs in the open-world scenario be-
cause each exit relay blocks a distinct set of sites; consequently, the
training classes vary per relay. A detailed overview of the websites
associated with each relay is provided in Table 7. Table 5 shows our
results.

Table 5 shows that we achieve an accuracy of 93.64 % and an
𝐹1-score of 90.9 % for exit relay B. These values suggest the attack
can accurately distinguish between monitored and non-monitored
websites withminimal false positives. Exit relay A showed lower but
still high accuracy of 79 % and 𝐹1-score of 86.46 %, thoughwithmore
false positives (274), leading to reduced precision of 83.30 %. The
variation in performance between relays likely reflects differences
in network conditions or relay characteristics. However, both relays
maintained recall rates above 89 %, demonstrating that the attack
consistently identifies monitored websites.

8.1.2 Multi-Class Scenario. Multi-class is similar to the closed-
world scenario, except that we have an additional class called un-
monitored. In this scenario, the attacker not only wants to know
if the victim has accessed a monitored or unmonitored website,
but also wants to know which monitored website was accessed.
We achieved an 𝐹1-score of 63.2 % for exit relay B, which includes
2218 unmonitored websites. For the exit relay A, we achieved an
𝐹1-score of 38.1 % with 1896 unmonitored websites.

9 Discussion
This section discusses the limitations and the ethical principles of
our study.

9.1 Scalability of our Attack
Let us assume an attacker wants to observe the maximum number
of circuits possible with the least amount of resources. An attacker
needs to balance the time it takes to observe the largest number of
victims, the required bandwidth on the side of the attacker, as well
as the consumed bandwidth in the Tor network. We simulated this
scenario to argue what an attacker could observe.

We simulated 1.5M circuits with SALSA [40] to get the top 𝑁
relays in the middle and exit position. To compute the probability
of how many circuits the attacker can observe while picking the
top 𝑁 relays, we take the cumulative probability of the top 𝑁 in
both positions (𝑃𝑚, 𝑃𝑒) and multiply them 𝑃𝑚 × 𝑃𝑒 .

To get howmuch bandwidth the attack consumes in Tor network
and how much bandwidth the attacker requires, we assume 100
samples per second (denoted as 𝑆), 20 B [44] for the IP header in
version 4 (𝐼 ), 20 B [10] for the TCP header (𝑇 ), and a Tor cell size
of 514 B (𝐶). Each RTT probe-packet requires a 64-bit timestamp,
that means, it has a size of 𝐸 = 𝐼 + 𝑇 + 8B = 48 B, outside of Tor,
and as probe-cell a size of 𝑂 = 𝐼 + 𝑇 + 𝐶 = 554 B. The attacker
sends and receives one probe-cell and sends and receives one probe-
packet, which means the attacker requires a bandwidth of 𝐴 =
(𝑂 + 𝐸) × 𝑆 × 2 = 120.4 kB/s per circuit. With a two-hop circuit in
Tor, the middle relay sends and receives one probe-cell from the
attacker and the same on the backward path from the exit relay. The
exit relay sends and receives one probe-cell as well as one probe-
packet. Therefore, the attack consumes 𝑅 = (𝑂+𝑂+𝑂+𝐸)×𝑆 ×2 =
342.0 kB/s per circuit in Tor. We multiply 𝐴 and 𝑅 by the number
of circuits we want to monitor.

To get the time duration how long it takes to observe 50 % of
users at least once if every user builds a new circuit every 10min,
we use SALSA [40]. We already know the top 𝑁 relays in both
positions from the previous simulation. In a loop, we create 10 000
circuits, each representing a user, and we count each unique user
where the two circuit positions are from the top 𝑁 . We stop the
loop if over 50 % of users had a circuit in the top 𝑁 . By doing
that for different top 𝑁 values, from 10 to 1000, we get for each,
the number of iterations until we reach 50%. Afterwards, we can
multiply the number of iterations by 10min to get an estimate of
the time duration. Our results of this simulation can be seen in
Figure 9.

Figure 9 shows how many circuits an attacker could observe if
the attacker picks the top 𝑁 relays in the middle and exit position
and monitors all possible combinations. Additionally, the figure
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Figure 9: How many circuits an attacker could observe, the
impact on the bandwidth, and the time duration. The x-axis
refers to the top 𝑁 most likely relays in the middle and exit
position that an attacker could pick. All lines share the same
x-axis but use a different y-axis. The blue line, which is the
observable circuits in percent, uses the y-axis on the left side.
The green and red lines, Tor and attacker bandwidth, use the
first y-axis to the right. The lila line, time duration until 50%,
uses the second y-axis to the right.

shows the impact on the bandwidth of Tor and the attacker, as well
as the time duration it takes to observe 50 % of all users at least once.
The top 𝑁 relays are the most likely in that position. For example,
suppose the attacker picks the top 100. In that case, the attacker
can monitor 1.5 % of all circuits, which requires around 1.2 GB/s of
bandwidth for the attacker, consumes around 3.5 GB/s in the Tor
network and takes around 7.8 h to observe 50 % of all users at least
once.

However, there are a couple of problems with this approach.
Picking the most likely relays implies that the monitored links are
more likely to be shared. A shared link is not a problem as long as
there are no overlapping requests. The probability of overlapping
requests needs to be low, and we need to determine this probability
empirically. That depends on how many active shared links exist
for the average duration of a website visit. Other researchers [30,
40] shows that around 100 k circuits per second or 1.5M circuits
within 10min are active. Additionally, picking the busiest relays
can produce noise in the RTT measurements that could impact the
classification results. RTT probes might influence each other; the
attacker might need multiple servers to monitor all links.

9.2 Countermeasure
There have been plenty of works [5, 7, 18, 46] that solve the CCI
problem by creating a new connection for every circuit. Therefore,
two circuits cannot share a link or interfere with each other. The
same work would also countermeasure our side-channel attack
because the attacker and the victim are on different connections. We
tested that with two different exit relays; see Unshared in Figure 3,
but not with two connections to the same exit relay, which can not
be easily done on public networks. The problem is that by creating
a new connection for every circuit, socket exhaustion attacks [18]
are possible.

Our experiments in Section 5.4.1 show that it is also possible
to countermeasure the attack by setting the appropriate security
level. According to our measurements, the security level safer does
not protect against this attack, only the level safest. The problem
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Figure 10: 𝐹1-score depended on the number of traces for exit
relays A and B and for the REAL experiment on exit relay
B. The results indicate that increasing the number of traces
improves the classification performance.

with this security level is that it only allows static websites since
it disables JavaScript. According to [26], out of millions of web-
sites, 98.9 % of these use JavaScript as the client-side programming
language. That means that with this setting enabled, most of the
websites are no longer usable.

9.3 Limitations
9.3.1 Measurement Position. We also measured RTT fluctuations
from a different position i. e., from guard to middle relay (Figure 2d).
However, this scenario is unlikely because it requires the middle
relay to hold an exit flag to reach the echo server, which contradicts
standard path selection algorithms. We refer interested readers to
Section 7 in the Appendix, where we verified that with a simulator.

9.3.2 Influence of the Number of Traces. We hypothesize that the
𝐹1-score of our classifier is influenced by the number of traces
utilized during the classification phase (Section 4.1). To validate this
hypothesis, we experimented by comparing the 𝐹1 scores obtained
for Relays A and B with varying numbers of traces. The results,
shown in Figure 10, reveal a clear positive correlation between the
number of traces and the achieved 𝐹1 score. Specifically, as the
number of traces used in the classification phase increases, the 𝐹1
score consistently improves. This trend suggests that our attack can
benefit significantly from a larger number of traces, resulting in
higher classification accuracy.

9.3.3 Influence of Traffic Splitting. Tor has implemented Conflux [4,
12, 21], a traffic-splitting technique to countermeasure website fin-
gerprinting attacks. Conflux builds two circuits to a single exit relay
and switches between them when the RTT gets smaller for one
circuit. This improves performance and can hinder traffic analysis
for guard and middle relays. In our experiments, we only build one
circuit, therefore it had no influence. However, in real-world scenar-
ios, Conflux could make our attack more difficult. Our hypothesis
is, that if an attacker trains an ML with more traces then we did,
including half traces, that our attack can work with Conflux as
well. We leave it for future work to investigate the impact of traffic
splitting.
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9.4 Ethical Principles
Before conducting our experiments, we reached out to the TRSB [52]
for guidance on how to carry out our measurements on the live
Tor network, ensuring that we do our measurements safely and
avoid accidentally measuring traffic from other Tor users. We ex-
plained our idea, our experimental approach, and the precautions
we plan to implement. We received highly valuable feedback from
the TRSB [52], which we implemented. To protect the privacy of
other Tor users, we took multiple precautions. First, we set up our
own Tor middle relay to have finer control over which users access
our relay. That step was not necessary for the attack, but only to
protect other users. Second, we created a firewall rule that only
allowed traffic from DAs relays (IPv4 and IPv6) to stay in the con-
sensus and from our prepared victim, and blocked all other traffic.
We also manually set the consensus weight of our OR to the mini-
mum value (38 400 B/s) to prevent Tor users from using our OR for
a circuit. That setting does not influence the performance and our
RTT measurements. Due to the firewall rule, our relay is still in the
consensus.

10 Related Work
In this section, we provide related works about website fingerprint-
ing attacks and Tor traffic analysis.

10.1 Website Fingerprinting Attacks
Previous works have demonstrated website fingerprinting attacks
in different scenarios. Some of them exploited side channels in
the CPU microarchitecture [23, 45, 57], while many others [8, 9,
22, 24, 25, 42, 47] rely on network traffic analysis. These attacks
typically assume an MitM, capable of passively observing certain
features of the traffic between the website and the victim, such as
the sizes [9, 25], the directions and order [22, 42] of packets, or
the shape of the traffic, i. e., the traffic volume over time [47, 50].
The structure of traditional WF attacks can be seen in Figure 2a.
Therefore, WF attacks usually target privacy-enhancing network
tunnels, as otherwise an MitM attacker can easily infer the website
visited from the unencrypted IP addresses.

Traditional fingerprinting methods are challenging to apply to
Tor because they rely on fixed-size cells and multiplex multiple
streams over a single connection. However, Shi and Matsuura [48]
demonstrated a website-fingerprinting attack using a malicious
entry relay. Their method segments traffic into intervals and con-
structs fingerprint vectors from observed packet sequences. They
use a similarity metric to match these vectors with pre-established
fingerprints of target webpages. Additionally, a few off-path website
fingerprinting attacks have been demonstrated. Instead of requiring
an an MitM attacker, the off-path attacker indirectly observes traffic
from a benign connection by measuring response latencies to probe
packets. Gong et al. [20] demonstrated a website fingerprinting
attack based on ICMP Echo requests. Their attack does not apply to
Tor because it does not support the transmission of ICMP packets.

The authors in [15, 17] demonstrated video and website fin-
gerprinting attacks that also work off-path based on TCP’s ACK
mechanism influenced by a network path bottleneck, which is usu-
ally at the last mile to the user. By slowly loading an image or other
data over a TCP connection, ACKs are delayed by other traffic at

the bottleneck, especially during higher volumes. Effectively, they
measure the RTT, and the variation of this value is the side chan-
nel. They can not directly identify users, but monitoring specific
websites is possible [20]. In a follow-up [16], they demonstrated a
countermeasure based on delayed TCP ACKs.

10.2 Traffic Analysis in Tor
Panchenko et al. [42] performed local website fingerprinting, mean-
ing they measured the volume, timing, and direction between the
Tor client and the entry relay. After they collect the data, they use
a Support Vector Machine (SVM) for training and prediction. Their
threat model is an adversary between the Tor client and the entry
relay, e. g., a local administrator or an Internet Service Provider
(ISP). Murdoch and Danezis [38] measures the congestion of a Tor
relay via RTT measurements and builds a circuit through the target
relay and back to their relay. Their attack setup is depicted in Fig-
ure 2b They control not only the relay but also a corrupted server,
which introduces congestion, which they want to detect via their
RTT measurements. If a user connects to their corrupted server,
they can detect the pattern on every relay they measure. Their goal
is to track a user’s path through the Tor network.

The attack from Evans et al. [14] is an improvement of Murdoch
and Danezis [38]. They inject JavaScript into the response at an exit
relay under their control to determine whether a victim’s circuit is
congested. They do that by sending an HTTP request every second.
Then they target specific relays to identify which are in the victim’s
circuit. By building a longer circuit that loops back on itself, they
reduce the bandwidth required by an attacker.The attack fromMani
et al. [35] replicates Murdoch and Danezis [38] and confirms its
viability by rapidly downloading large files over a circuit.

The attack from Hopper et al. [27] tries to find the location of
the user’s client via RTT measurements. Mittal et al. [37] utilizes
throughput as a side channel to determine if two connections orig-
inate from the same client. They measure the throughput of the
relays every 100ms. Cangialosi et al. [11] introduce a technique to
measure the RTT between pairs of relays without modifying the
Tor client. At first, they construct a four-hop circuit with the ORs
𝑊 ⇄ 𝑋 ⇄ 𝑌 ⇄ 𝑍 . The ORs 𝑊 and 𝑍 are located on the mea-
surement server; and; 𝑋 ⇄ 𝑌 is the relay pair under measurement.
They measure the latency of the whole circuit, then the latency
between the two-hop circuits (𝑋 ⇄ 𝑊 ), and finally, the latency
between the two-hop circuits (𝑌 ⇄ 𝑍 ). Tor does not allow one hop-
circuit; otherwise, the setup would be simpler. Each measurement
is performed with an end-to-end echo client and server.

None of these papers use CCI as a side channel to conduct website
fingerprinting attacks by measuring RTT.

11 Conclusion and Future Work
In this work, we presented a novel WF attack that exploits the
CCI, allowing an attacker to conduct off-path attacks, i. e., no MitM
position is needed. An attacker establishes a two-hop circuit on
a link between two Tor relays, measures RTT fluctuations, and
then predicts the website the victim has accessed. We present our
experimental results on the real network, demonstrating that these
attacks are practical. Our attack achieves an 𝐹1-score of 94.2 % for
open-world in a single-class setting, 63.2 % for open-world in a
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multi-class setting, and up to 66.7 % in distinguishing the top 95
websites for closed-world.

Future work should investigate the influence of traffic-splitting
techniques on the CCI side-channel attacks. We did not optimize
the classifier and assume that classification results can be improved
by using the Dynamic TimeWarping (DTW) algorithm, which finds
similarities even when two temporal sequences vary in speed. In ad-
dition, the RTT measurements could be improved by synchronizing
with KIST to further reduce noise.
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A Tor Configuration
In this section is a list of our Tor clients and relay configuration.The
configuration for our middle relay is in Listing 1. The configuration
for the attacker is in Listing 2 and for the victim it is Listing 3.

Listing 1: Full configuration of our middle relay.

1 Nickname [ . . . ]
2 ORPort 9000
3 E x i t R e l a y 0
4 Sock sPo r t 0
5 Log n o t i c e s y s l o g
6 Da t aD i r e c t o r y / var / l i b / t o r
7 User t o r
8 Con t r o l P o r t 1 2 7 . 0 . 0 . 1 : 9 0 5 1
9 MaxAdvert i sedBandwidth 38400

Listing 2: Full configuration of our Tor client for the RTT
measurements attacker).

1 ORPort 0
2 ExtORPort 0
3 D i rPo r t 0
4 C l i en tOn ly 1
5 Ex i t R e l a y 0
6 Sock sPo r t 1 2 7 . 0 . 0 . 1 : 1 9 0 5 0
7 Con t r o l Po r t 1 2 7 . 0 . 0 . 1 : 1 9 0 5 1
8
9 Connec t ionPadd ing 0

10 C i r c u i t P a d d i n g 0
11 NewCi r cu i tPe r i od 0
12 UseEntryGuard 0

Listing 3: Full configuration of our Tor client that visits web-
sites victim).

1 ORPort 0
2 ExtORPort 0
3 D i rPo r t 0
4 C l i en tOn ly 1
5 Ex i t R e l a y 0
6 Sock sPo r t 1 2 7 . 0 . 0 . 1 : 1 9 0 5 0
7 Con t r o l Po r t 1 2 7 . 0 . 0 . 1 : 1 9 0 5 1
8
9 NewCi r cu i tPe r i od 0

B CNN architecture
Table 6 shows the architecture of our CNN.

Layer
Filter/
Units

Kernel/
Pool Size Strides Activation

Conv2D 32 5, 5 2, 2 relu
Conv2D 32 5, 5 1, 1 relu
Conv2D 32 5, 5 1, 1 relu
MaxPolling2D 2, 2 2, 2
Dropout

Conv2D 64 3, 3 1, 1 relu
Conv2D 64 3, 3 1, 1 relu
Conv2D 64 3, 3 1, 1 relu
MaxPolling2D 2, 2 2, 2
Dropout

Conv2D 128 3, 3 1, 1 relu
Conv2D 128 3, 3 1, 1 relu
Conv2D 128 3, 3 1, 1 relu
MaxPolling2D 2, 2 2, 2
Dropout

Flatten
Dropout

Dense 1024 relu
Dropout

Dense 512 relu
Dropout

Dense 50 softmax
Table 6

C Websites for Fingerprinting
Table 7 lists 150 websites that we use for our experiments and
indicates whether they can be loaded via exit relay A, B, or C.
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Table 7: Overview of websites during Tor Browser experiments. A check mark indicates successful load through the respective
exit relay.

Website A B C Website A B C Website A B C
1mg.com gsmarena.com ✓ ✓ reddit.com ✓ ✓ ✓

365scores.com ✓ ✓ ✓ healthline.com ✓ ✓ ✓ roblox.com ✓ ✓ ✓

accuweather.com hindustantimes.com ✓ ✓ ✓ rottentomatoes.com
adobe.com homedepot.com sahibinden.com
aiscore.com ✓ ✓ ✓ hotstar.com samsung.com
aliexpress.com hurriyet.com.tr ✓ sattamatkadpboss.co ✓ ✓ ✓

allegro.pl ikea.com savefrom.net ✓ ✓ ✓

allrecipes.com ilovepdf.com ✓ ✓ ✓ scribd.com ✓ ✓ ✓

alodokter.com imdb.com ✓ ✓ ✓ shopee.co.id ✓ ✓ ✓

amazon.co.jp indeed.com shutterstock.com ✓ ✓

amazon.co.uk indianexpress.com ✓ ✓ ✓ sikayetvar.com
amazon.com ✓ ✓ indiatimes.com ✓ ✓ ✓ skysports.com ✓ ✓ ✓

amazon.de infobae.com ✓ ✓ ✓ smallpdf.com ✓ ✓ ✓

amazon.fr instagram.com ✓ ✓ ✓ speedtest.net ✓ ✓

amazon.in interia.pl ✓ ✓ ✓ spotify.com ✓ ✓

amazon.it investing.com ✓ ✓ ✓ ssstik.io ✓ ✓ ✓

apple.com ✓ ✓ ✓ iplt20.com ✓ ✓ ✓ steampowered.com ✓ ✓

bbc.co.uk ✓ ✓ ✓ justdial.com t.me ✓

bbc.com ✓ ✓ ✓ kompas.com telegram.org ✓

booking.com kumparan.com terra.com.br
britannica.com ✓ ✓ ✓ linkedin.com ✓ ✓ ✓ texastribune.org ✓ ✓ ✓

cambridge.org ✓ ✓ ✓ marca.com ✓ ✓ theguardian.com ✓ ✓ ✓

canva.com ✓ ✓ mayoclinic.org thehindu.com ✓ ✓ ✓

casibom-tr-adres.com medicalnewstoday.com ✓ ✓ ✓ tiktok.com ✓ ✓ ✓

chatgpt.com ✓ ✓ ✓ medlineplus.gov ✓ ✓ ✓ tokopedia.com
clevelandclinic.org mercadolivre.com.ar tradingview.com ✓ ✓

cnn.com mercadolivre.com.br trendyol.com
cnnbrasil.com.br ✓ ✓ ✓ mercadolivre.com.mx tripadvisor.com ✓ ✓

conectate.com.do ✓ ✓ ✓ merriam-webster.com ✓ ✓ ✓ twitter.com ✓ ✓ ✓

cookpad.com ✓ ✓ ✓ microsoft.com ✓ ✓ ✓ uefa.com ✓ ✓ ✓

crazygames.com ✓ ✓ ✓ milliyet.com.tr ✓ uol.com.br ✓ ✓ ✓

cricbuzz.com ✓ ✓ ✓ mlb.com vk.com
croxyproxy.com ✓ ✓ ✓ moneycontrol.com walmart.com ✓ ✓

deepl.com ✓ ✓ ✓ msdmanuals.com ✓ weather.com ✓ ✓ ✓

detik.com msn.com ✓ ✓ ✓ webmd.com ✓ ✓ ✓

discord.com ✓ ✓ mykhel.com whatsapp.com ✓ ✓ ✓

dpboss.boston ✓ ✓ ✓ namu.wiki wikipedia.org ✓ ✓ ✓

ebay.com nba.com ✓ ✓ wiktionary.org ✓ ✓ ✓

epfindia.gov.in ✓ ndtv.com ✓ ✓ ✓ wise.com
espn.com ✓ ✓ ✓ netflix.com ✓ ✓ ✓ x.com ✓ ✓ ✓

espncricinfo.com ✓ nhs.uk ✓ ✓ ✓ yahoo.co.jp
etsy.com ✓ ✓ nih.gov ✓ ✓ yahoo.com ✓ ✓

facebook.com ✓ ✓ ✓ nike.com yandex.com.tr ✓ ✓ ✓

fandom.com ✓ ✓ ✓ nintendo.com ✓ ✓ ✓ yandex.ru
flipkart.com ✓ ✓ ✓ nytimes.com ✓ ✓ ✓ yelp.com
freepik.com openai.com youtube.com ✓ ✓ ✓

github.com ✓ ✓ ✓ pinterest.com
globo.com poki.com ✓ ✓ ✓

goal.com ✓ ✓ ✓ primevideo.com ✓ ✓ ✓

google.com ✓ ✓ quillbot.com ✓ ✓ ✓

gov.br quora.com
gov.uk ✓ ✓ ✓ rakuten.co.jp ✓ ✓ ✓
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